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CVE CVE-2008-5232
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-26 01:30:00 UTC
Updated 2019-12-08 15:40:00 UTC
Description Buffer overflow in the CallHTMLHelp method in the Microsoft Windows Media Services ActiveX control in nskey.dll 4.1.00.3
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Risk And Classification

Problem Types: CWE-787

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Microsoft Windows 2000 - All All All

Operating System Microsoft Windows 2000 - All All All

Operating System Microsoft Windows Nt 4.0 All All All

Operating System Microsoft Windows Nt 4.0 All All All
References

Reference

Windows Media Services ActiveX Control Buffer Overflow in Call[HTMLHelp() Function Lets Remote Users Execute Arbitrary Code - Security T
Microsoft Windows Media Services 'nskey.dll' ActiveX Control Remote Buffer Overflow Vulnerability

IBM X-Force Exchange

Files ~ Packet Storm

504 Gateway Time-out

CVE Program record

NVD vulnerability detail

1]

Wﬂ

No vendor comments have been submitted for this CVE.


https://cve.report/
https://cve.report/CVE-2008-5232/mitre
https://cve.report/CVE-2008-5232/nist
https://cve.report/CVE-2008-5232/cve_org
https://cve.report/api/cve/CVE-2008-5232.json
https://cve.report/CVE-2008-5232.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_2000
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_nt
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/windows_nt
http://securitytracker.com/id?1020733
http://www.securityfocus.com/bid/30814
https://exchange.xforce.ibmcloud.com/vulnerabilities/44629
http://packetstormsecurity.org/0808-exploits/wms-overflow.txt
http://www.securityfocus.com/data/vulnerabilities/exploits/30814.html.txt
https://www.cve.org/CVERecord?id=CVE-2008-5232
https://nvd.nist.gov/vuln/detail/CVE-2008-5232

There are currently no legacy QID mappings associated with this CVE.
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