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Summary

CVE CVE-2008-5284

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-11-29 02:30:00 UTC

Updated 2026-04-23 00:35:47 UTC

Description The web server in IEA Software RadiusNT and RadiusX 5.1.38 and other versions before 5.1.44, Emerald 5.0.49 and other versions before 5.0.52, Air Marshal 2.0.4 and other versions before 2.0.8, and Radius test client (aka Radlogin) 4.0.20 and earlier, allows remote attackers to cause a denial of service (crash) via an HTTP Content-Length header with a negative value, which triggers a single byte overwrite of memory using a NULL terminator. 

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Iea Software Air Marshal 1.0.10 All All All

Application Iea Software Air Marshal 1.0.11 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete

https://cve.report/
https://cve.report/CVE-2008-5284/mitre
https://cve.report/CVE-2008-5284/nist
https://cve.report/CVE-2008-5284/cve_org
https://cve.report/api/cve/CVE-2008-5284.json
https://cve.report/CVE-2008-5284.pdf
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/air_marshal


Application Iea Software Air Marshal 1.0.11 All All All

Application Iea Software Air Marshal 1.0.15 All All All

Application Iea Software Air Marshal 1.0.16 All All All

Application Iea Software Air Marshal 1.0.18 All All All

Application Iea Software Air Marshal 1.0.19 All All All

Application Iea Software Air Marshal 1.0.20 All All All

Application Iea Software Air Marshal 1.0.21 All All All

Application Iea Software Air Marshal 1.0.22 All All All

Application Iea Software Air Marshal 1.0.3 All All All

Application Iea Software Air Marshal 1.0.4 All All All

Application Iea Software Air Marshal 1.0.5 All All All

Application Iea Software Air Marshal 1.0.6 All All All

Application Iea Software Air Marshal 1.0.7 All All All

Application Iea Software Air Marshal 1.0.8 All All All

Application Iea Software Air Marshal 1.0.9 All All All

Application Iea Software Air Marshal 2.0.0 All All All

Application Iea Software Air Marshal 2.0.0.b.7 All All All

Application Iea Software Air Marshal 2.0.0.b1 All All All

Application Iea Software Air Marshal 2.0.1 All All All

Application Iea Software Air Marshal 2.0.3 All All All

Application Iea Software Air Marshal 2.0.4 All All All

Application Iea Software Air Marshal 2.0.5 All All All

Application Iea Software Emerald 5.0.24 All All All

Application Iea Software Emerald 5.0.25 All All All

Application Iea Software Emerald 5.0.26 All All All

Application Iea Software Emerald 5.0.27 All All All

Application Iea Software Emerald 5.0.28 All All All

Application Iea Software Emerald 5.0.29 All All All

Application Iea Software Emerald 5.0.30 All All All

Application Iea Software Emerald 5.0.31 All All All

Application Iea Software Emerald 5.0.32 All All All

Application Iea Software Emerald 5.0.33 All All All

Application Iea Software Emerald 5.0.35 All All All

Application Iea Software Emerald 5.0.36 All All All

Application Iea Software Emerald 5.0.37 All All All

Application Iea Software Emerald 5.0.39 All All All
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Application Iea Software Emerald 5.0.39 All All All

Application Iea Software Emerald 5.0.40 All All All

Application Iea Software Emerald 5.0.41 All All All

Application Iea Software Emerald 5.0.42 All All All

Application Iea Software Emerald 5.0.44 All All All

Application Iea Software Emerald 5.0.46 All All All

Application Iea Software Emerald 5.0.48 All All All

Application Iea Software Emerald 5.0.49 All All All

Application Iea Software Emerald 5.0.50 All All All

Application Iea Software Emerald 5.0.51 All All All

Application Iea Software Radiusnt 3.0.145 All All All

Application Iea Software Radiusnt 3.0.147 All All All

Application Iea Software Radiusnt 3.0.149 All All All

Application Iea Software Radiusnt 3.0.150 All All All

Application Iea Software Radiusnt 3.0.154 All All All

Application Iea Software Radiusnt 3.0.158 All All All

Application Iea Software Radiusnt 3.0.162 All All All

Application Iea Software Radiusnt 3.0.167 All All All

Application Iea Software Radiusnt 3.0.168 All All All

Application Iea Software Radiusnt 3.0.171 All All All

Application Iea Software Radiusnt 3.0.172 All All All

Application Iea Software Radiusnt 3.0.173 All All All

Application Iea Software Radiusnt 3.0.174 All All All

Application Iea Software Radiusnt 3.0.175 All All All

Application Iea Software Radiusnt 3.0.176 All All All

Application Iea Software Radiusnt 3.0.177 All All All

Application Iea Software Radiusnt 3.0.178 All All All

Application Iea Software Radiusnt 3.0.179 All All All

Application Iea Software Radiusnt 3.0.182 All All All

Application Iea Software Radiusnt 3.0.183 All All All

Application Iea Software Radiusnt 3.0.184 All All All

Application Iea Software Radiusnt 3.0.185 All All All

Application Iea Software Radiusnt 3.0.186 All All All

Application Iea Software Radiusnt 3.0.188 All All All

Application Iea Software Radiusnt 3.0.189 All All All

Application Iea Software Radiusnt 3.0.190 All All All

http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/emerald
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt
http://cve.report/vendor/iea_software
http://cve.report/software/iea_software/radiusnt


Application Iea Software Radiusnt 3.0.191 All All All

Application Iea Software Radiusnt 4.0.1 All All All

Application Iea Software Radiusnt 4.0.10 All All All

Application Iea Software Radiusnt 4.0.11 All All All

Application Iea Software Radiusnt 4.0.12 All All All

Application Iea Software Radiusnt 4.0.13 All All All

Application Iea Software Radiusnt 4.0.14 All All All

Application Iea Software Radiusnt 4.0.15 All All All

Application Iea Software Radiusnt 4.0.17 All All All

Application Iea Software Radiusnt 4.0.193 All All All

Application Iea Software Radiusnt 4.0.2 All All All

Application Iea Software Radiusnt 4.0.20 All All All

Application Iea Software Radiusnt 4.0.21 All All All

Application Iea Software Radiusnt 4.0.23 All All All

Application Iea Software Radiusnt 4.0.24 All All All

Application Iea Software Radiusnt 4.0.26 All All All

Application Iea Software Radiusnt 4.0.27 All All All

Application Iea Software Radiusnt 4.0.28 All All All

Application Iea Software Radiusnt 4.0.29 All All All

Application Iea Software Radiusnt 4.0.3 All All All

Application Iea Software Radiusnt 4.0.30 All All All

Application Iea Software Radiusnt 4.0.31 All All All

Application Iea Software Radiusnt 4.0.32 All All All

Application Iea Software Radiusnt 4.0.33 All All All

Application Iea Software Radiusnt 4.0.34 All All All

Application Iea Software Radiusnt 4.0.35 All All All

Application Iea Software Radiusnt 4.0.38 All All All

Application Iea Software Radiusnt 4.0.39 All All All

Application Iea Software Radiusnt 4.0.40 All All All

Application Iea Software Radiusnt 4.0.41 All All All

Application Iea Software Radiusnt 4.0.43 All All All

Application Iea Software Radiusnt 4.0.44 All All All

Application Iea Software Radiusnt 4.0.47 All All All

Application Iea Software Radiusnt 4.0.49 All All All

Application Iea Software Radiusnt 4.0.5 All All All

Application Iea Software Radiusnt 4.0.51 All All All
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Application Iea Software Radiusnt 4.0.51 All All All

Application Iea Software Radiusnt 4.0.54 All All All

Application Iea Software Radiusnt 4.0.55 All All All

Application Iea Software Radiusnt 4.0.56 All All All

Application Iea Software Radiusnt 4.0.57 All All All

Application Iea Software Radiusnt 4.0.59 All All All

Application Iea Software Radiusnt 4.0.6 All All All

Application Iea Software Radiusnt 4.0.60 All All All

Application Iea Software Radiusnt 4.0.62 All All All

Application Iea Software Radiusnt 4.0.63 All All All

Application Iea Software Radiusnt 4.0.67 All All All

Application Iea Software Radiusnt 4.0.68 All All All

Application Iea Software Radiusnt 4.0.69 All All All

Application Iea Software Radiusnt 4.0.7 All All All

Application Iea Software Radiusnt 4.0.70 All All All

Application Iea Software Radiusnt 4.0.71 All All All

Application Iea Software Radiusnt 4.0.72 All All All

Application Iea Software Radiusnt 4.0.73 All All All

Application Iea Software Radiusnt 4.0.74 All All All

Application Iea Software Radiusnt 4.0.75 All All All

Application Iea Software Radiusnt 4.0.76 All All All

Application Iea Software Radiusnt 4.0.77 All All All

Application Iea Software Radiusnt 4.0.79 All All All

Application Iea Software Radiusnt 4.0.8 All All All

Application Iea Software Radiusnt 4.0.80 All All All

Application Iea Software Radiusnt 4.0.81 All All All

Application Iea Software Radiusnt 4.0.82 All All All

Application Iea Software Radiusnt 4.0.83 All All All

Application Iea Software Radiusnt 4.0.84 All All All

Application Iea Software Radiusnt 4.0.85 All All All

Application Iea Software Radiusnt 4.0.86 All All All

Application Iea Software Radiusnt 4.09 All All All

Application Iea Software Radiusnt 5.0.10b All All All

Application Iea Software Radiusnt 5.0.13b All All All

Application Iea Software Radiusnt 5.0.15b All All All

Application Iea Software Radiusnt 5.0.17 All All All
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Application Iea Software Radiusnt 5.0.22 All All All

Application Iea Software Radiusnt 5.0.27 All All All

Application Iea Software Radiusnt 5.0.29 All All All

Application Iea Software Radiusnt 5.0.31 All All All

Application Iea Software Radiusnt 5.0.35 All All All

Application Iea Software Radiusnt 5.0.36 All All All

Application Iea Software Radiusnt 5.0.38 All All All

Application Iea Software Radiusnt 5.0.39 All All All

Application Iea Software Radiusnt 5.0.42 All All All

Application Iea Software Radiusnt 5.0.43 All All All

Application Iea Software Radiusnt 5.0.45 All All All

Application Iea Software Radiusnt 5.0.49 All All All

Application Iea Software Radiusnt 5.0.4a All All All

Application Iea Software Radiusnt 5.0.50 All All All

Application Iea Software Radiusnt 5.0.54 All All All

Application Iea Software Radiusnt 5.0.55 All All All

Application Iea Software Radiusnt 5.0.58 All All All

Application Iea Software Radiusnt 5.0.7a All All All

Application Iea Software Radiusnt 5.0.8b All All All

Application Iea Software Radiusnt 5.0.9b All All All

Application Iea Software Radiusnt 5.1.10 All All All

Application Iea Software Radiusnt 5.1.15 All All All

Application Iea Software Radiusnt 5.1.16 All All All

Application Iea Software Radiusnt 5.1.17 All All All

Application Iea Software Radiusnt 5.1.19 All All All

Application Iea Software Radiusnt 5.1.24 All All All

Application Iea Software Radiusnt 5.1.25 All All All

Application Iea Software Radiusnt 5.1.29 All All All

Application Iea Software Radiusnt 5.1.3 All All All

Application Iea Software Radiusnt 5.1.35 All All All

Application Iea Software Radiusnt 5.1.38 All All All

Application Iea Software Radiusnt 5.1.4 All All All

Application Iea Software Radiusnt 5.1.40 All All All

Application Iea Software Radiusnt 5.1.41 All All All

Application Iea Software Radiusnt 5.1.5 All All All
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Application Iea Software Radiusnt 5.1.6 All All All

Application Iea Software Radiusnt All All All All

Application Iea Software Radiusx 3.0.145 All All All

Application Iea Software Radiusx 3.0.147 All All All

Application Iea Software Radiusx 3.0.149 All All All

Application Iea Software Radiusx 3.0.150 All All All

Application Iea Software Radiusx 3.0.154 All All All

Application Iea Software Radiusx 3.0.158 All All All

Application Iea Software Radiusx 3.0.162 All All All

Application Iea Software Radiusx 3.0.167 All All All

Application Iea Software Radiusx 3.0.168 All All All

Application Iea Software Radiusx 3.0.171 All All All

Application Iea Software Radiusx 3.0.172 All All All

Application Iea Software Radiusx 3.0.173 All All All

Application Iea Software Radiusx 3.0.174 All All All

Application Iea Software Radiusx 3.0.175 All All All

Application Iea Software Radiusx 3.0.176 All All All

Application Iea Software Radiusx 3.0.177 All All All

Application Iea Software Radiusx 3.0.178 All All All

Application Iea Software Radiusx 3.0.179 All All All

Application Iea Software Radiusx 3.0.182 All All All

Application Iea Software Radiusx 3.0.183 All All All

Application Iea Software Radiusx 3.0.184 All All All

Application Iea Software Radiusx 3.0.185 All All All

Application Iea Software Radiusx 3.0.186 All All All

Application Iea Software Radiusx 3.0.188 All All All

Application Iea Software Radiusx 3.0.189 All All All

Application Iea Software Radiusx 3.0.190 All All All

Application Iea Software Radiusx 3.0.191 All All All

Application Iea Software Radiusx 4.0.1 All All All

Application Iea Software Radiusx 4.0.10 All All All

Application Iea Software Radiusx 4.0.11 All All All

Application Iea Software Radiusx 4.0.12 All All All

Application Iea Software Radiusx 4.0.13 All All All

Application Iea Software Radiusx 4.0.14 All All All

Application Iea Software Radiusx 4.0.15 All All All
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Application Iea Software Radiusx 4.0.15 All All All

Application Iea Software Radiusx 4.0.17 All All All

Application Iea Software Radiusx 4.0.193 All All All

Application Iea Software Radiusx 4.0.2 All All All

Application Iea Software Radiusx 4.0.20 All All All

Application Iea Software Radiusx 4.0.21 All All All

Application Iea Software Radiusx 4.0.23 All All All

Application Iea Software Radiusx 4.0.24 All All All

Application Iea Software Radiusx 4.0.26 All All All

Application Iea Software Radiusx 4.0.27 All All All

Application Iea Software Radiusx 4.0.28 All All All

Application Iea Software Radiusx 4.0.29 All All All

Application Iea Software Radiusx 4.0.3 All All All

Application Iea Software Radiusx 4.0.30 All All All

Application Iea Software Radiusx 4.0.31 All All All

Application Iea Software Radiusx 4.0.32 All All All

Application Iea Software Radiusx 4.0.33 All All All

Application Iea Software Radiusx 4.0.34 All All All

Application Iea Software Radiusx 4.0.35 All All All

Application Iea Software Radiusx 4.0.38 All All All

Application Iea Software Radiusx 4.0.39 All All All

Application Iea Software Radiusx 4.0.40 All All All

Application Iea Software Radiusx 4.0.41 All All All

Application Iea Software Radiusx 4.0.43 All All All

Application Iea Software Radiusx 4.0.44 All All All

Application Iea Software Radiusx 4.0.47 All All All

Application Iea Software Radiusx 4.0.49 All All All

Application Iea Software Radiusx 4.0.5 All All All

Application Iea Software Radiusx 4.0.51 All All All

Application Iea Software Radiusx 4.0.54 All All All

Application Iea Software Radiusx 4.0.55 All All All

Application Iea Software Radiusx 4.0.56 All All All

Application Iea Software Radiusx 4.0.57 All All All

Application Iea Software Radiusx 4.0.59 All All All

Application Iea Software Radiusx 4.0.6 All All All

Application Iea Software Radiusx 4.0.60 All All All
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Application Iea Software Radiusx 4.0.62 All All All

Application Iea Software Radiusx 4.0.63 All All All

Application Iea Software Radiusx 4.0.67 All All All

Application Iea Software Radiusx 4.0.68 All All All

Application Iea Software Radiusx 4.0.69 All All All

Application Iea Software Radiusx 4.0.7 All All All

Application Iea Software Radiusx 4.0.70 All All All

Application Iea Software Radiusx 4.0.71 All All All

Application Iea Software Radiusx 4.0.72 All All All

Application Iea Software Radiusx 4.0.73 All All All

Application Iea Software Radiusx 4.0.74 All All All

Application Iea Software Radiusx 4.0.75 All All All

Application Iea Software Radiusx 4.0.76 All All All

Application Iea Software Radiusx 4.0.77 All All All

Application Iea Software Radiusx 4.0.79 All All All

Application Iea Software Radiusx 4.0.8 All All All

Application Iea Software Radiusx 4.0.80 All All All

Application Iea Software Radiusx 4.0.81 All All All

Application Iea Software Radiusx 4.0.82 All All All

Application Iea Software Radiusx 4.0.83 All All All

Application Iea Software Radiusx 4.0.84 All All All

Application Iea Software Radiusx 4.0.85 All All All

Application Iea Software Radiusx 4.0.86 All All All

Application Iea Software Radiusx 4.0.87 All All All

Application Iea Software Radiusx 4.0.88 All All All

Application Iea Software Radiusx 4.0.9 All All All

Application Iea Software Radiusx 5.0.10b All All All

Application Iea Software Radiusx 5.0.13b All All All

Application Iea Software Radiusx 5.0.15b All All All

Application Iea Software Radiusx 5.0.17 All All All

Application Iea Software Radiusx 5.0.22 All All All

Application Iea Software Radiusx 5.0.27 All All All

Application Iea Software Radiusx 5.0.29 All All All

Application Iea Software Radiusx 5.0.31 All All All

Application Iea Software Radiusx 5.0.35 All All All
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Application Iea Software Radiusx 5.0.36 All All All

Application Iea Software Radiusx 5.0.38 All All All

Application Iea Software Radiusx 5.0.39 All All All

Application Iea Software Radiusx 5.0.42 All All All

Application Iea Software Radiusx 5.0.43 All All All

Application Iea Software Radiusx 5.0.45 All All All

Application Iea Software Radiusx 5.0.49 All All All

Application Iea Software Radiusx 5.0.4a All All All

Application Iea Software Radiusx 5.0.50 All All All

Application Iea Software Radiusx 5.0.54 All All All

Application Iea Software Radiusx 5.0.55 All All All

Application Iea Software Radiusx 5.0.57 All All All

Application Iea Software Radiusx 5.0.58 All All All

Application Iea Software Radiusx 5.0.7a All All All

Application Iea Software Radiusx 5.0.8b All All All

Application Iea Software Radiusx 5.0.9b All All All

Application Iea Software Radiusx 5.1.10 All All All

Application Iea Software Radiusx 5.1.15 All All All

Application Iea Software Radiusx 5.1.16 All All All

Application Iea Software Radiusx 5.1.17 All All All

Application Iea Software Radiusx 5.1.19 All All All

Application Iea Software Radiusx 5.1.24 All All All

Application Iea Software Radiusx 5.1.25 All All All

Application Iea Software Radiusx 5.1.29 All All All

Application Iea Software Radiusx 5.1.3 All All All

Application Iea Software Radiusx 5.1.35 All All All

Application Iea Software Radiusx 5.1.38 All All All

Application Iea Software Radiusx 5.1.4 All All All

Application Iea Software Radiusx 5.1.40 All All All

Application Iea Software Radiusx 5.1.41 All All All

Application Iea Software Radiusx 5.1.5 All All All

Application Iea Software Radiusx 5.1.6 All All All

Application Iea Software Radiusx All All All All

Application Iea Software Radius Test Client 4.0.15 All All All

Application Iea Software Radius Test Client 4.0.20 All All All

Application Iea Software Radlogin 4.0.15 All All All
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Application Iea Software Radlogin 4.0.15 All All All

Application Iea Software Radlogin 4.0.20 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference Source

www.iea-software.com/docs/Radius40/changes.txt af854a3a-2127-422b-91ae-364da2661108

IEA Products Management Web Server Memory Corruption Vulnerability - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108

www.iea-software.com/docs/Emerald5/changes.txt af854a3a-2127-422b-91ae-364da2661108

www.iea-software.com/docs/airmarshal1/changes.txt af854a3a-2127-422b-91ae-364da2661108

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH af854a3a-2127-422b-91ae-364da2661108

Multiple IEA Software Products HTTP POST Request Denial of Service Vulnerability af854a3a-2127-422b-91ae-364da2661108

aluigi.altervista.org/adv/emerdal-adv.txt af854a3a-2127-422b-91ae-364da2661108

SecurityFocus af854a3a-2127-422b-91ae-364da2661108

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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