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Summary

CVE CVE-2008-5300

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-01 17:30:00 UTC

Updated 2018-10-11 20:54:00 UTC

Description Linux kernel 2.6.28 allows local users to cause a denial of service ("soft lockup" and process loss) via a large number of sendmsg function calls, which does not block during AF_UNIX garbage collection and triggers an OOM condition, a different vulnerability than CVE-2008-5029.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Linux Linux Kernel 2.6.28 All All All

Operating System Linux Linux Kernel 2.6.28 rc1 All All

Operating System Linux Linux Kernel 2.6.28 rc2 All All

Operating System Linux Linux Kernel 2.6.28 rc3 All All

Operating System Linux Linux Kernel 2.6.28 rc4 All All

Operating System Linux Linux Kernel 2.6.28 rc5 All All

Operating System Linux Linux Kernel 2.6.28 All All All

Operating System Linux Linux Kernel 2.6.28 rc1 All All

Operating System Linux Linux Kernel 2.6.28 rc2 All All

Operating System Linux Linux Kernel 2.6.28 rc3 All All

Operating System Linux Linux Kernel 2.6.28 rc4 All All

Operating System Linux Linux Kernel 2.6.28 rc5 All All
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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