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Certain versions of File from Perl contain the following vulnerability:

Race condition in the rmtree function in File::Path 1.08
(lib/File/Path.pm) in Perl 5.8.8 allows local users to to delete arbitrary
files via a symlink attack, a different vulnerability than CVE-2005-0448,
CVE-2004-0452, and CVE-2008-2827. NOTE: this is a regression error
related to CVE-2005-0448. It is different from CVE-2008-5302 due to
affected versions.
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CVE References

Description Tags Link

No Description Provided wiki.rpath.com

Inactive Link Not Archived

 CONFIRM wiki.rpath.com/Advisories:rPSA-
2009-0011

Red Hat Customer Portal www.redhat.com

text/html

 REDHAT RHSA-2010:0458

2016-04 Security Bulletin: CTP Series: Multiple
vulnerabilities in CTP Series - Juniper Networks

kb.juniper.net

text/html

 CONFIRM kb.juniper.net/InfoCenter/index?
page=content&id=JSA10735

SecurityFocus web.archive.org

text/html

Inactive Link Not Archived

 BUGTRAQ 20090120 rPSA-2009-0011-1 perl

Debian update for perl - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 32980

CVE-2008-5303 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2008-5303/mitre
https://cve.report/CVE-2008-5303/nist
https://cve.report/CVE-2008-5303/cve_org
https://cve.report/CVE-2008-5303.pdf
http://cve.report/software/perl/file
http://cve.report/vendor/perl
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://wiki.rpath.com/Advisories:rPSA-2009-0011
http://www.redhat.com/support/errata/RHSA-2010-0458.html
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10735
https://web.archive.org/web/2008/http://www.securityfocus.com/archive/1/500210/100/0/threaded
https://web.archive.org/web/2008/http://secunia.com/advisories/32980


Vulnerability Intelligence - Secunia.com text/html

#286905 - perl-modules: File::Path::rmtree makes
setuid - Debian Bug report logs

Exploit

bugs.debian.org

text/html

 CONFIRM bugs.debian.org/cgi-
bin/bugreport.cgi?bug=286905

Ubuntu update for perl - Secunia Advisories -
Vulnerability Intelligence - Secunia.com

web.archive.org

text/html

 SECUNIA 33314

USN-700-1: Perl vulnerabilities | Ubuntu www.ubuntu.com

text/html

 UBUNTU USN-700-1

USN-700-2: Perl regression | Ubuntu www.ubuntu.com

text/html

 UBUNTU USN-700-2

APPLE-SA-2010-03-29-1 Security Update 2010-002 /
Mac OS X v10.6.3

lists.apple.com

text/html

 APPLE APPLE-SA-2010-03-29-1

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:9699

File::Path regression in 5.8.9 | Perl | porters www.gossamer-threads.com

text/html

 MISC www.gossamer-
threads.com/lists/perl/porters/233695#233695

#286922 - perl-modules: File::Path::rmtree removes
arbitrary - Debian Bug report logs

bugs.debian.org

text/html

 CONFIRM bugs.debian.org/cgi-
bin/bugreport.cgi?bug=286922#36

Red Hat update for perl - Secunia.com web.archive.org

text/html

 SECUNIA 40052

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF filepath-rmtree-symlink(47044)

Debian -- Security Information -- DSA-1678-1 perl www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-1678

mandriva.com www.mandriva.com

text/html

 MANDRIVA MDVSA-2010:116

oss-security - Re: CVE Request - cups, dovecot-
managesieve, perl, wireshark

www.openwall.com

text/html

 MLIST [oss-security] 20081128 Re: [oss-
security] CVE Request - cups, dovecot-
managesieve, perl, wireshark

About the security content of Security Update 2010-
002 / Mac OS X v10.6.3

support.apple.com

text/html

 CONFIRM support.apple.com/kb/HT4077

Juniper Networks - 2015-10 Security Bulletin:
CTPView: Multiple Vulnerabilities in CTPView

kb.juniper.net

text/html

 CONFIRM kb.juniper.net/InfoCenter/index?
page=content&id=JSA10705

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:6680

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Perl File path 1.08 All

http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=286905
https://web.archive.org/web/2008/http://secunia.com/advisories/33314
http://www.ubuntu.com/usn/usn-700-1
http://www.ubuntu.com/usn/usn-700-2
http://lists.apple.com/archives/security-announce/2010//Mar/msg00001.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9699
http://www.gossamer-threads.com/lists/perl/porters/233695#233695
http://bugs.debian.org/cgi-bin/bugreport.cgi?bug=286922#36
https://web.archive.org/web/2008/http://secunia.com/advisories/40052
https://exchange.xforce.ibmcloud.com/vulnerabilities/47044
http://www.debian.org/security/2008/dsa-1678
http://www.mandriva.com/security/advisories?name=MDVSA-2010:116
http://www.openwall.com/lists/oss-security/2008/11/28/2
http://support.apple.com/kb/HT4077
http://kb.juniper.net/InfoCenter/index?page=content&id=JSA10705
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6680
mailto:%20comment@cve.report
http://cve.report/vendor/perl
http://cve.report/software/perl/file


← Previous ID Next ID→

Application Perl File path 1.08 All

Application Perl File \ path 1.08 All

Application Perl File \ path 1.08 All

Application Perl Perl 5.8.8 All All All

Application Perl Perl 5.8.8 All All All
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