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Summary

CVE CVE-2008-5314

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-03 17:30:00 UTC

Updated 2017-09-29 01:32:00 UTC

Description Stack consumption vulnerability in libclamav/special.c in ClamAV before 0.94.2 allows remote attackers to cause a denial of service (daemon crash) via a crafted JPEG file, related to the cli_check_jpeg_exploit, jpeg_check_photoshop, and jpeg_check_photoshop_8bim functions.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav 0.70 All All All

Application Clam Anti-virus Clamav 0.71 All All All

Application Clam Anti-virus Clamav 0.72 All All All

Application Clam Anti-virus Clamav 0.73 All All All

Application Clam Anti-virus Clamav 0.74 All All All

Application Clam Anti-virus Clamav 0.75 All All All

Application Clam Anti-virus Clamav 0.75.1 All All All

Application Clam Anti-virus Clamav 0.80 All All All

Application Clam Anti-virus Clamav 0.80 rc All All

Application Clam Anti-virus Clamav 0.80 rc2 All All

Application Clam Anti-virus Clamav 0.80 rc3 All All

Application Clam Anti-virus Clamav 0.80 rc4 All All

Application Clam Anti-virus Clamav 0.81 All All All

Application Clam Anti-virus Clamav 0.81 rc1 All All

Application Clam Anti-virus Clamav 0.82 All All All

Application Clam Anti-virus Clamav 0.83 All All All

Application Clam Anti-virus Clamav 0.84 All All All
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Application Clam Anti-virus Clamav 0.84 All All All

Application Clam Anti-virus Clamav 0.84 rc1 All All

Application Clam Anti-virus Clamav 0.84 rc2 All All

Application Clam Anti-virus Clamav 0.85 All All All

Application Clam Anti-virus Clamav 0.85.1 All All All

Application Clam Anti-virus Clamav 0.86 All All All

Application Clam Anti-virus Clamav 0.86 rc1 All All

Application Clam Anti-virus Clamav 0.86.1 All All All

Application Clam Anti-virus Clamav 0.86.2 All All All

Application Clam Anti-virus Clamav 0.87 All All All

Application Clam Anti-virus Clamav 0.87.1 All All All

Application Clam Anti-virus Clamav 0.88 All All All

Application Clam Anti-virus Clamav 0.88.1 All All All

Application Clam Anti-virus Clamav 0.88.2 All All All

Application Clam Anti-virus Clamav 0.88.3 All All All

Application Clam Anti-virus Clamav 0.88.4 All All All

Application Clam Anti-virus Clamav 0.88.5 All All All

Application Clam Anti-virus Clamav 0.88.6 All All All

Application Clam Anti-virus Clamav 0.88.7 All All All

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90.3 All All All

Application Clam Anti-virus Clamav 0.91 All All All

Application Clam Anti-virus Clamav 0.91.1 All All All

Application Clam Anti-virus Clamav 0.91.2 All All All

Application Clam Anti-virus Clamav 0.92 All All All

Application Clam Anti-virus Clamav 0.92.1 All All All

Application Clam Anti-virus Clamav 0.93 All All All

Application Clam Anti-virus Clamav 0.93.1 All All All

Application Clam Anti-virus Clamav 0.93.3 All All All

Application Clam Anti-virus Clamav 0.94 All All All

Application Clam Anti-virus Clamav All All All All

Application Clam Anti-virus Clamav 0.70 All All All

Application Clam Anti-virus Clamav 0.71 All All All

Application Clam Anti-virus Clamav 0.72 All All All
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Application Clam Anti-virus Clamav 0.73 All All All

Application Clam Anti-virus Clamav 0.74 All All All

Application Clam Anti-virus Clamav 0.75 All All All

Application Clam Anti-virus Clamav 0.75.1 All All All

Application Clam Anti-virus Clamav 0.80 All All All

Application Clam Anti-virus Clamav 0.80 rc All All

Application Clam Anti-virus Clamav 0.80 rc2 All All

Application Clam Anti-virus Clamav 0.80 rc3 All All

Application Clam Anti-virus Clamav 0.80 rc4 All All

Application Clam Anti-virus Clamav 0.81 All All All

Application Clam Anti-virus Clamav 0.81 rc1 All All

Application Clam Anti-virus Clamav 0.82 All All All

Application Clam Anti-virus Clamav 0.83 All All All

Application Clam Anti-virus Clamav 0.84 All All All

Application Clam Anti-virus Clamav 0.84 rc1 All All

Application Clam Anti-virus Clamav 0.84 rc2 All All

Application Clam Anti-virus Clamav 0.85 All All All

Application Clam Anti-virus Clamav 0.85.1 All All All

Application Clam Anti-virus Clamav 0.86 All All All

Application Clam Anti-virus Clamav 0.86 rc1 All All

Application Clam Anti-virus Clamav 0.86.1 All All All

Application Clam Anti-virus Clamav 0.86.2 All All All

Application Clam Anti-virus Clamav 0.87 All All All

Application Clam Anti-virus Clamav 0.87.1 All All All

Application Clam Anti-virus Clamav 0.88 All All All

Application Clam Anti-virus Clamav 0.88.1 All All All

Application Clam Anti-virus Clamav 0.88.2 All All All

Application Clam Anti-virus Clamav 0.88.3 All All All

Application Clam Anti-virus Clamav 0.88.4 All All All

Application Clam Anti-virus Clamav 0.88.5 All All All

Application Clam Anti-virus Clamav 0.88.6 All All All

Application Clam Anti-virus Clamav 0.88.7 All All All

Application Clam Anti-virus Clamav 0.90 All All All

Application Clam Anti-virus Clamav 0.90.1 All All All

Application Clam Anti-virus Clamav 0.90.2 All All All

Application Clam Anti-virus Clamav 0.90.3 All All All
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Application Clam Anti-virus Clamav 0.90.3 All All All

Application Clam Anti-virus Clamav 0.91 All All All

Application Clam Anti-virus Clamav 0.91.1 All All All

Application Clam Anti-virus Clamav 0.91.2 All All All

Application Clam Anti-virus Clamav 0.92 All All All

Application Clam Anti-virus Clamav 0.92.1 All All All

Application Clam Anti-virus Clamav 0.93 All All All

Application Clam Anti-virus Clamav 0.93.1 All All All

Application Clam Anti-virus Clamav 0.93.3 All All All

Application Clam Anti-virus Clamav 0.94 All All All
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USN-684-1: ClamAV vulnerability | Ubuntu UBUNTU

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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