VE-2 -5342
Published on: 12/05/2008 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:15 PM UTC

CVE-2008-5342

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCPINAN Certain versions of Jdk from Sun contain the following vulnerability:

Unspecified vulnerability in the BasicService for Java Web Start (JWS)
and Java Plug-in with Sun JDK and JRE 6 Update 10 and earlier; JDK
and JRE 5.0 Update 16 and earlier; and SDK and JRE 1.4.2_18 and
earlier allows untrusted downloaded applications to cause local files to
be displayed in the browser of the user of the untrusted application via
unknown vectors, aka 6767668.

CVE-2008-5342 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Gentoo updates for sun-jre-bin, Y SECUNIA 37386
sun-jdk, blackdown-jre,

blackdown-jdk, and emul-linux-

x86-java - Secunia Advisories -

Vulnerability Information -

Secunia.com

Red Hat update for java-1.6.0- { SECUNIA 34447
ibm - Secunia Advisories -

Vulnerability Information -

Secunia.com

"[security bulletin] () HP SSRT090049
HPSBMA02486 SSRT090049
rev.1 - HP OpenView Network



https://cve.report/
https://cve.report/CVE-2008-5342/mitre
https://cve.report/CVE-2008-5342/nist
https://cve.report/CVE-2008-5342/cve_org
https://cve.report/CVE-2008-5342.pdf
http://cve.report/software/sun/jdk
http://cve.report/vendor/sun
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2008/http://secunia.com/advisories/37386
https://web.archive.org/web/2008/http://secunia.com/advisories/34447
https://web.archive.org/web/2008/http://marc.info/?l=bugtraq&m=126583436323697&w=2

Node Manager (OV NNM) Java
Ru'- MARC

Webmail : Solution de
messagerie professionnelle -
OVHcloud- OVH

Support | Red Hat

rhn.redhat.com | Red Hat
Support

SUSE update for IBM Java -
Advisories - Community

Webmail : Solution de
messagerie professionnelle -
OVHcloud- OVH

Red Hat update for java-1.4.2-
ibm - Secunia Advisories -
Vulnerability Information -
Secunia.com

HP OpenView Network Node
Manager Java JDK / JRE
Multiple Vulnerabilities -
Advisories - Community

ASA-2008-486 (SUN 244988)

[security-announce] SUSE
Security Summary Report:
SUSE-SR:2009:010

Gentoo Linux Documentation --
Sun JDK/JRE: Multiple
vulnerabilites

No Description Provided

#244988: Multiple Security
Vulnerabilities in Java Web Start
and Java Plug-in May Allow
Privilege Escalation

Nortel: Technical Support: Nortel
Response to Sun Java Runtime
Environment and Java
Development Kit Multiple
Security Vulnerabilities

APPLE-SA-2009-02-12 Java for
Mac OS X 10.5 Update 3

Support

US-CERT Technical Cyber
Security Alert TA08-340A -- Sun
Java Updates for Multiple
Vulnerabilities

text/html

www.redhat.com
text/html

web.archive.org
text/html
Inactive Link™ Not Archived

web.archive.org
text/html

text/html

web.archive.org
text/html

web.archive.org
text/html

support.avaya.com
text/html

lists.opensuse.org
text/html

security.gentoo.org
text/html

web.archive.org
text/html
Inactive Link" Not Archived

Vendor Advisory
web.archive.org

text/html

Inactive Link" Not Archived

web.archive.org
text/html

Inactive Link" Not Archived

lists.apple.com
text/html

text/html

US Government Resource
text/xml

(%) VUPEN ADV-2008-3339

& REDHAT RHSA-2009:0445

& REDHAT RHSA-2008:1025

){ SECUNIA 34605

(3 VUPEN ADV-2009-0424

{ SECUNIA 34889

»{ SECUNIA 38539

() CONFIRM support.avaya.com/elmodocs2/security/ASA-2008-486.htm

9 SUSE SUSE-SR:2009:010

EJ GENTOO GLSA-200911-02

() HP SSRT080111

() SUNALERT 244988

() CONFIRM support.nortel.com/go/main.jsp?

cscat=BLTNDETAIL&DocumentOID=829914&poid=

[] APPLE APPLE-SA-2009-02-12

& REDHAT RHSA-2009:0369

@ CERT TA08-340A


http://www.vupen.com/english/advisories/2008/3339
http://www.redhat.com/support/errata/RHSA-2009-0445.html
https://web.archive.org/web/2008/http://rhn.redhat.com/errata/RHSA-2008-1025.html
https://web.archive.org/web/2008/http://secunia.com/advisories/34605
http://www.vupen.com/english/advisories/2009/0424
https://web.archive.org/web/2008/http://secunia.com/advisories/34889
https://web.archive.org/web/2008/http://secunia.com/advisories/38539
http://support.avaya.com/elmodocs2/security/ASA-2008-486.htm
http://lists.opensuse.org/opensuse-security-announce/2009-05/msg00000.html
http://security.gentoo.org/glsa/glsa-200911-02.xml
https://web.archive.org/web/2008/http://marc.info/?l=bugtraq&m=123678756409861&w=2
https://web.archive.org/web/2008/http://sunsolve.sun.com/search/document.do?assetkey=1-26-244988-1
https://web.archive.org/web/2008/http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&DocumentOID=829914&poid=
http://lists.apple.com/archives/security-announce/2009/Feb/msg00003.html
http://www.redhat.com/support/errata/RHSA-2009-0369.html
http://www.us-cert.gov/cas/techalerts/TA08-340A.html

osvdb.org (%) OSVDB 50514
Inactive Link | Not Archived

SUSE Update for Multiple web.archive.org Y SECUNIA 35065

Packages - Advisories - text/html

Community

HP-UX update for JRE / JDK - web.archive.org YU SECUNIA 34233

Secunia Advisories - text/html

Vulnerability Information -

Secunia.com

ASA-2009-012 (RHSA-2009- support.avaya.com () CONFIRM support.avaya.com/elmodocs2/security/ASA-2009-012.htm

0016) text/html

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:6359
text/html

[security-announce] SUSE lists.opensuse.org 9 SUSE SUSE-SA:2009:007

Security Announcement: IBM text/html

Java 5 (SUSE-SA:2009

SUSE update for IBMJava5-JRE — [TESEE LT Y SECUNIA 33710
and java-1_5_0-ibm - Secunia text/html

Advisories - Vulnerability
Intelligence - Secunia.com

No Description Provided www116.nortel.com () CONFIRM

www116.nortel.com/pub/repository/CLARIFY/DOCUMENT/2009/03/024431-
Inactive Link| Not Archived [EOAN el

Sun Java JDK / JRE Multiple web.archive.org Y SECUNIA 32991
Vulnerabilities - Secunia text/html

Advisories - Vulnerability
Intelligence - Secunia.com

[security-announce] SUSE lists.opensuse.org 9 SUSE SUSE-SA:2009:018
Security Announcement: IBM text/html
Java 1.4.2 and 6 (SU

Support www.redhat.com & REDHAT RHSA-2009:0016
text/html

Red Hat update for java-1.5.0- web.archive.org ) SECUNIA 33015

sun / java-1.6.0-sun - Secunia text/html

Advisories - Vulnerability
Intelligence - Secunia.com

rhn.redhat.com | Red Hat web.archive.org & REDHAT RHSA-2008:1018
Support text/html
Inactive Link" Not Archived

Webmail | OVH- OVH (%) VUPEN ADV-2009-0672

text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE



http://osvdb.org/50514
https://web.archive.org/web/2008/http://secunia.com/advisories/35065
https://web.archive.org/web/2008/http://secunia.com/advisories/34233
http://support.avaya.com/elmodocs2/security/ASA-2009-012.htm
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A6359
http://lists.opensuse.org/opensuse-security-announce/2009-01/msg00009.html
https://web.archive.org/web/2008/http://secunia.com/advisories/33710
http://www116.nortel.com/pub/repository/CLARIFY/DOCUMENT/2009/03/024431-01.pdf
https://web.archive.org/web/2008/http://secunia.com/advisories/32991
http://lists.opensuse.org/opensuse-security-announce/2009-04/msg00004.html
http://www.redhat.com/support/errata/RHSA-2009-0016.html
https://web.archive.org/web/2008/http://secunia.com/advisories/33015
https://web.archive.org/web/2008/http://rhn.redhat.com/errata/RHSA-2008-1018.html
http://www.vupen.com/english/advisories/2009/0672
mailto:%20comment@cve.report

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Jdk 5.0 update_1 All All
Application Sun Jdk 5.0 update_10 All All
Application Sun Jdk 5.0 update_11 All All
Application Sun Jdk 5.0 update_12 All All
Application Sun Jdk 5.0 update_13 All All
Application Sun Jdk 5.0 update_14 All All
Application Sun Jdk 5.0 update_15 All All
Application Sun Jdk 5.0 update_2 All All
Application Sun Jdk 5.0 update_3 All All
Application Sun Jdk 5.0 update_4 All All
Application Sun Jdk 5.0 update_5 All All
Application Sun Jdk 5.0 update_6 All All
Application Sun Jdk 5.0 update_7 All All
Application Sun Jdk 5.0 update_8 All All
Application Sun Jdk 5.0 update_9 All All
Application Sun Jak 6 All All All
Application Sun Jdk 6 update_1 All All
Application Sun Jdk 6 update_2 All All
Application Sun Jdk 6 update_3 All All
Application Sun Jdk 6 update_4 All All
Application Sun Jdk 6 update_5 All All
Application Sun Jdk 6 update_6 All All
Application Sun Jdk 6 update_7 All All
Application Sun Jdk 6 update_8 All All
Application Sun Jdk 6 update_9 All All
Application Sun Jdk 5.0 update_1 All All
Application Sun Jdk 5.0 update_10 All All
Application Sun Jdk 5.0 update_11 All All
Application Sun Jdk 5.0 update_12 All All
Application Sun Jdk 5.0 update_13 All All
Application Sun Jdk 5.0 update_14 All All
Application Sun Jdk 5.0 update_15 All All
Application Sun Jak 5.0 update_2 All All
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Application Sun Sdk All All All All

KRk ok ukuk.

cpe:2.3:a:sun:jdk:5.0:update_1:*:*:*:*:*:*:

Sk Lk k Lk k k.,

cpe:2.3:a:sun:jdk:5.0:update_10:*:*:*:*:*:*:

Sk Lk k Lk k k.,

cpe:2.3:a:sun:jdk:5.0:update_11:*:**:**::

Skk ok k ok uk,

cpe:2.3:a:sun:jdk:5.0:update_13:*:*:*:*:*:*:

Sk ok ok ok ak k.

cpe:2.3:a:sun:jdk:5.0:update_14:*:*:*:*:*:*:

Skk ok ak ok uk,

cpe:2.3:a:sun:jdk:5.0:update_15:*:*:*:*:*:*:

Kk kR akak,

cpe:2.3:a:sun:jdk:5.0:update_2:*:*:*:*:*:*:

Kk kR akak.

cpe:2.3:a:sun:jdk:5.0:update_4:*:*:*:*:*:*:

kakakakakak.

cpe:2.3:a:sun:jdk:5.0:update_5:*:*:*:*:*:*:

akakukkakak.

cpe:2.3:a:sun:jdk:6:update_6:*:*:*:*

akakukkakak.

cpe:2.3:a:sun:jdk:6:update_7:*:*:**:


http://cve.report/vendor/sun
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Skk Lk uk k.,

cpe:2.3:a:sun:jdk:5.0:update_12:*:*:*:*:*:*:

Skk Lk k ok uk.

cpe:2.3:a:sun:jdk:5.0:update_13:*:*:*:*:*:*:

Skk ok ak ok k,

cpe:2.3:a:sun:jdk:5.0:update_14:*:*:*:**::

Sk Lk kk ok uk.

cpe:2.3:a:sun:jdk:5.0:update_15:*:**:**:*:

kakuk ok akak.

cpe:2.3:a:sun:jdk:5.0:update_3:*:*:*:**:*:

Kk koK akak.

cpe:2.3:a:sun:jdk:5.0:update_4:*:*:*:*:*:*:

Kk koK akak.

cpe:2.3:a:sun:jdk:5.0:update_5:*:*:**:*:*:

kakak ok akak.

cpe:2.3:a:sun:jdk:5.0:update_6:*:*:*:*:*:*:

akakukkakak.

cpe:2.3:a:sun:jdk:6:update_8:*:*:*:*:*:*:

dkakukkakak.

cpe:2.3:a:sun:jdk:6:update_9:*:*:*:*:*::

kKKK LKk,

cpe:2.3:a:sun:jdk:*:update_16:*:*:":*:*:*:

kKKK KLk,

cpe:2.3:a:sun:jdk:*:update_10:*:*:*:*:*:*:

akLkk kLR Kk,

cpe:2.3:a:sun;jre:1.4.2_12: %



aKLakak ok akk ok,

cpe:2.3:a:sun;jre:1.4.2_14:

ARk ak kKR ok,

cpe:2.3:a:sunzjre:1.4.2_15:

LRk ak kR akak.

cpe:2.3:aisunzjre:1.4.2_3: e

dkakak kR akak.

cpe:2.3:aisunzjre:1.4.2_4: ke

SRk ak kR akak.

cpe:2.3:aisunzjre:1.4.2_ 5 ke

sk Rk kR akak.

cpe:2.3:a:sunzjre:1.4.2_6:

kKKK Lk k.

cpe:2.3:a:sun;jre:5.0:update_2:%:*:*:*:*:*:

akLk kKK k.

cpe:2.3:a:sun;jre:5.0:update_3:*:*:*:*:

akLk kKK k.

cpe:2.3:a:sun;jre:5.0:update_4:*:*:*:*:

kKK kLkk.

cpe:2.3:a:sun;jre:5.0:update_5:*:*:*:*:

AKakLkakLkk.

cpe:2.3:a:sun;jre:5.0:update_7:*:*:*:**:

KRk akukuk.

cpe:2.3:a:sun:jre:5.0:update_8:*:*:*:*:*:*:



kKK kR k.

cpe:2.3:a:sun:jre:5.0:update_9:*:*:**:*:*:

kKoK kKKK,

cpe:2.3:a:sun:jre:6:

KRk ok ukuk.

cpe:2.3:a:sun:jre:6:update_1:*:*:

KRk ok akuk.

cpe:2.3:a:sun:jre:6:update_2:*:*: "

Rk kR ok ak.

cpe:2.3:a:sun:jre:6:update_6:*:*:*:*:*:*:

R N

cpe:2.3:a:sun:jre:6:update_7:*:*:*

dkukakakakakak.

cpe:2.3:a:sun;jre:1.4.2_4: x> e

dkakakakakakak.

cpe:2.3:a:sun;jre:1.4.2_ 5 e

dkukakkakakak.

cpe:2.3:a:sun;jre:1.4.2_6:

dkakakkkakak.

cpe:2.3:a:sun;jre:1.4.2_7: e

sk Kk Lk kakuk.

cpe:2.3:a:sun;jre:1.4.2_9:

Sk Lk ak Kk kakak.

cpe:2.3:a:sun:jre:5.0:



KKk akakuk.

cpe:2.3:a:sun:jre:5.0:update_1:*:*:***:*:

dkk kR kuk.

cpe:2.3:a:sun;jre:5.0:update_10:*:*:*:*:*:*:

dkk kR kuk.

cpe:2.3:a:sun:jre:5.0:update_11: """

Lkakakkkuk,

cpe:2.3:a:sun:jre:5.0:update_12:*:*:**:*:*:

kR akkkak,

cpe:2.3:a:sun:jre:5.0:update_ 14" "

Skak kR akak,

cpe:2.3:a:sun:jre:5.0:update_15:*:* "

R

cpe:2.3:a:sun:jre:5.0:update_2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jre:5.0:update_3:*:*:***:*:

akakkokakuk.

cpe:2.3:a:sun;jre:6:update_7:*:* "

dkakukokakuk.

cpe:2.3:a:sun;jre:6:update_8:*:*:*:*:*:*:

dkakukokakuk.

cpe:2.3:a:sun;jre:6:update_9:*:*:*:*:*:*:

AkLk kKK kKK,

cpe:2.3:a:sun;jre: e

Skuk ok k k.

cpe:2.3:a:sun;jre:*:update_10:*: """
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