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CVE-2008-5345

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVINJAC:L/AUNIC:P/LPAP

Certain versions of Jdk from Sun contain the following vulnerability:

Unspecified vulnerability in Java Runtime Environment (JRE) with Sun
JDK and JRE 6 Update 10 and earlier; JDK and JRE 5.0 Update 16
and earlier; SDK and JRE 1.4.2_18 and earlier; and SDK and JRE
1.3.1_28 and earlier allows code that is loaded from a local filesystem
to read arbitrary files and make unauthorized connections to localhost
via unknown vectors.

CVE-2008-5345 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Sun Jdk 1.5.0 - All All
Application Sun Jdk 1.5.0 update1 All All
Application Sun Jdk 1.5.0 update10 All All
Application Sun Jdk 1.5.0 update11 All All
Application Sun Jak 1.5.0 update11_b03 All All
Application Sun Jak 1.5.0 update12 All All
Application Sun Jak 1.5.0 update13 All All
Application Sun Jdk 1.5.0 update14 All All
Application Sun Jak 1.5.0 update15 All All
Application Sun Jdk 1.5.0 update16 All All
Application Sun Jak 1.5.0 update2 All All
Application Sun Jdk 1.5.0 update3 All All
Application Sun Jak 1.5.0 update4 All All
Application Sun Jdk 1.5.0 update5 All All
Application Sun Jdk 1.5.0 update6 All All
Application Sun Jdk 1.5.0 update?7 All All
Application Sun Jak 1.5.0 update7_b03 All All
Application Sun Jdk 1.5.0 update8 All All
Application Sun Jdk 1.5.0 update9 All All
Application Sun Jdk 1.6.0 - All All
Application Sun Jdk 1.6.0 update_10 All All

Application Sun Jak 1.6.0 update_3 All All
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cpe:2.3:a:sun:jdk:1.5.0:- "

cpe:2.3:a:sun:jdk:1.5.0:update2

cpe:2.3:a:sun:jdk:1.5.0:update3

cpe:2.3:a:sun:jdk:1.5.0:update4

dkkukkkak.

dkkukkkuk.

dkk Lk kkak.
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LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:update6:*:*:*:*:*:*:

LRk kR kuk.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:*:**:*:*:

LRk kR akuk.

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

LRk kR akak,

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:
cpe:2.3:a:sunzjdk:1.6.0:-

cpe:2.3:a:sun:jdk:1.6.0:update_10:*:*:*:*:*:*:

Kk kKRR,

cpe:2.3:a:sun:jdk:1.6.0:update_3:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_4:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_5:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_6:*:*:":*:*:*:

akakkakuk k.

cpe:2.3:a:sun:jdk:1.5.0:update16:*:*:*:*:*:*:

dkkakkakak.

cpe:2.3:a:sun:jdk:1.5.0:update2:*:*:*:*:*:*:

dkkakakukuk.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:sun:jdk:1.5.0:updated:*:*:*:*:*:*:

dkakukakkuk.

cpe:2.3:a:sun:jdk:1.5.0:updates:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:a:sun:jdk:1.5.0:update6:*:*:*:*:*:*:

dkakakakukuk.

cpe:2.3:a:sun:jdk:1.5.0:update7:*:**:*:*:*:



LRk kR kuk,

cpe:2.3:a:sun:jdk:1.5.0:update8:*:*:*:*:*:*:

LRk kR akuk,

cpe:2.3:a:sun:jdk:1.5.0:update9:*:*:*:*:*:*:
cpe:2.3:a:sunzjdk:1.6.0:-

cpe:2.3:a:sun:jdk:1.6.0:update_10:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_3:*:*:*:*:*:*:

Kk uk oKk k.

cpe:2.3:a:sun:jdk:1.6.0:update_4:*:*:*:*:*:*:

Kk ak kR k.

cpe:2.3:a:sun:jdk:1.6.0:update_5:*:*:*:*:*:*:

Kk uk oKk k.

cpe:2.3:a:sun:jdk:1.6.0:update_6:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:a:sun:jdk:1.6.0:update_7:*:*:*:*:*:*:

cpe:2.3:a:sunzjre:1.3. 1

ARk kKKK ok,

cpe:2.3:a:sun;jre:1.3.1_17: 7

ARk kKKK k.

cpe:2.3:a:sun;jre:1.3.1_18: "

akLk kKK kK,

cpe:2.3:a:sun;jre:1.3.1_19: "



dk Lk ak Lk akakak.

cpe:2.3:a:sun;jre:1.3.1_2:

aKLkak ok akk ok,

cpe:2.3:a:sun;jre:1.3.1_20:

aKLakak kR kK,

cpe:2.3:a:sun:jre:1.3.1_21

Kk koK KRk,

cpe:2.3:a:sunzjre:1.3.1_23: e
cpe:2.3:a:sunzjre:1.4.2:

cpe:2.3:a:sunzjre:1.4.2_1: e

Kk ak oKk kK,

cpe:2.3:a:sunzjre:1.4.2_10:

kKK oKk kK,

cpe:2.3:aisunzjre:1.4.2_12:

Kk koK kR k.

cpe:2.3:a:sunzjre:1.4.2_13: ki

Kk koK kR k.

cpe:2.3:a:sunjre:1.4.2_14:

dkukakakakakak.

cpe:2.3:a:sun;jre:1.4.2_7: e

dkukakukakakak.

cpe:2.3:a:sun;jre:1.4.2_8:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update10:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:a:sun;jre:1.5.0:update11:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:a:sun;jre:1.5.0:update13:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:sun;jre:1.5.0:update14:*:*:*:*:*:*:

kKKK kK.

cpe:2.3:a:sun:jre:1.5.0:update15: "

Rk kR akak.

cpe:2.3:a:sun:jre:1.5.0:update2:*:*:*:*:*:*:

dkak kR akuk.

cpe:2.3:a:sun:jre:1.5.0:update3:*:*:**:*:*:

dkak kR ok uk.

cpe:2.3:a:sun:jre:1.5.0:updated:*:*:*:*:*:*:

R N

cpe:2.3:a:sun:jre:1.5.0:updates:*:*:**:*:*:

Rk kR akak.

cpe:2.3:a:sun:jre:1.5.0:update7:*:*:**:*:*:

Rk kR akak.

cpe:2.3:a:sun;jre:1.5.0:update8:*:*:*:*:*:*:

cpe:2.3:a:sun;jre:1.5.0:update9:*:*:*:*:*:*:

cpe:2.3:a:sun:jre:1.6.0:- s

kKK KLk k,

cpe:2.3:a:sun;jre:1.6.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun;jre:1.3.1: 7

ARk kKKK k.

cpe:2.3:a:sun;jre:1.3.1_06: "

AkLk kKK kK,

cpe:2.3:a:sun;jre:1.3.1_07: "



akLkak kKKK,

cpe:2.3:a:sun;jre:1.3.1_08: "

dKakak ok Lkuk k.

cpe:2.3:a:sun;jre:1.3.1_09:

KKk oKk kK,

cpe:2.3:a:sunzjre:1.3.1_13:

Kk kKR kK,

cpe:2.3:a:sunzjre:1.3.1_14:

Kk kKRR k.

cpe:2.3:a:sunzjre:1.3.1_15:

KKk oKk kK,

cpe:2.3:a:sunzjre:1.3.1_16:

Kk kKRR k.

cpe:2.3:a:sunzjre:1.3.1_18:

Kk koK kR k.

cpe:2.3:a:sunjre:1.3.1_19: "

akLk kK Lk Kk,

cpe:2.3:a:sun;jre:1.4.2_12: %

akLk kKK kK,

cpe:2.3:a:sun;jre:1.4.2_13: %

ARk kKK kK,

cpe:2.3:a:sun;jre:1.4.2_14: 7

akLk kKK LKk,

cpe:2.3:a:sun;jre:1.4.2_16:%: "

AkLk kKKK k.

cpe:2.3:a:sun;jre:1.4.2_17: 7

akLk kKKK k.

cpe:2.3:a:sun;jre:1.4.2_18: "

dk Lk akkakakak.

cpe:2.3:a:sun;jre:1.4.2_2:



sk Rk ok akakak.

cpe:2.3:a:sun;jre:1.4.2_3:

Skk ok kkakak.

cpe:2.3:a:sun;jre:1.4.2_4: 7

Lk Lk ak kR akak.

cpe:2.3:a:sunzjre:1.4.2_8:

LRk ukak Lk akak.

cpe:2.3:aisunzjre:1.4.2_9:

cpe:2.3:a:sunzjre:1.5.0-

Rk kR Rk,

cpe:2.3:a:sun:jre:1.5.0:update

cpe:2.3:a:sun:jre:1.5.0:update10:*:*:*:**:*:

akakukokakak.

cpe:2.3:a:sun;jre:1.5.0:update6:*:*:*:*:*:*:

dkakakokakak.

cpe:2.3:a:sun;jre:1.5.0:update7:*:*:*:*:*:*:

dkkukokakuk.

cpe:2.3:a:sun;jre:1.5.0:update8:*:*:*:*:*:*:

akakakakakak.

cpe:2.3:a:sun;jre:1.5.0:update9:*:*:*:*:*:*:
cpe:2.3:a:sun;jre:1.6.0:- "

cpe:2.3:a:sun;jre:1.6.0:update_1:*:*:*:*:*:*:

dkk Lk akkuk.

cpe:2.3:a:sun;jre:1.6.0:update_10:*:*:*:*:*:*:

kKK LKk k.

cpe:2.3:a:sun;jre:1.6.0:update_2:*:*:*:*:*:*:



KKKk kK,

cpe:2.3:a:sun:jre:1.6.0:update_3:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:sun:jre:1.6.0:update_4:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:a:sun:jre:1.6.0:update_5:*:**:*:*:*:

SRk kKKK,

cpe:2.3:a:sun:jre:1.6.0:update_7:*:**:**:*:

cpe:2.3:a:sun:jre:1.6.0:update_9:*:*:*:*:*:*:

cpe:2.3:a:sun:sdk:1.3.1

rna D Rataiintedk:1 R 1 D xexekokokokk
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