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CVE CVE-2008-5349
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-05 11:30:00 UTC
Updated 2026-04-23 00:35:47 UTC

Description Unspecified vulnerability in Java Runtime Environment (JRE) for Sun JDK and JRE 6 Update 10 and earlier, and JDK and .

/ |

Risk And Classification

Primary CVSS: v2.0 7.1 from nvd@nist.gov

AV:N/AC:M/Au:N/C:N/I:N/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 5.0 update_1 All All


https://cve.report/
https://cve.report/CVE-2008-5349/mitre
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https://cve.report/api/cve/CVE-2008-5349.json
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Application Sun Jre 6 update_8 All All
Application Sun Jre All update_16 All All

Application Sun Jre All update_10 All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

ASA-2009-012 (RHSA-2009-0016)

rhn.redhat.com | Red Hat Support

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:017

Red Hat update for java-1.5.0-sun / java-1.6.0-sun - Secunia Advisories - Vulnerability Intelligence - Secunia.com

#246286: Security Vulnerability in the Java Runtime Environment With Processing RSA Public Keys

Sun Java JDK / JRE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SUSE Update for Multiple Packages - Advisories - Community

HP-UX update for JRE / JDK - Advisories - Community

Repository / Oval Repository

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

rhn.redhat.com | Red Hat Support

SecurityFocus

Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities

Support

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilites

Ubuntu update for openjdk-6 - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Gentoo updates for sun-jre-bin, sun-jdk, blackdown-jre, blackdown-jdk, and emul-linux-x86-java - Secunia Advisories - Vulnerability Informatio
ASA-2008-491 (SUN 246286)

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:016

Nortel: Technical Support: Nortel Response to Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities
h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp

SecurityTracker.com Archives - Sun Java Runtime Environment RSA Public Key Processing Bug Lets Remote Users Deny Service
rhn.redhat.com | Red Hat Support

US-CERT Technical Cyber Security Alert TA08-340A -- Sun Java Updates for Multiple Vulnerabilities
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http://cve.report/software/na/n/a
http://support.avaya.com/elmodocs2/security/ASA-2009-012.htm
https://rhn.redhat.com/errata/RHSA-2009-0466.html
http://lists.opensuse.org/opensuse-security-announce/2009-10/msg00004.html
http://secunia.com/advisories/33015
http://sunsolve.sun.com/search/document.do?assetkey=1-26-246286-1
http://secunia.com/advisories/32991
http://secunia.com/advisories/34259
http://secunia.com/advisories/35255
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5843
http://www.vupen.com/english/advisories/2008/3339
https://exchange.xforce.ibmcloud.com/vulnerabilities/47064
http://rhn.redhat.com/errata/RHSA-2008-1025.html
http://www.securityfocus.com/archive/1/504010/100/0/threaded
http://www.securityfocus.com/bid/32608
http://www.redhat.com/support/errata/RHSA-2009-0016.html
http://security.gentoo.org/glsa/glsa-200911-02.xml
http://secunia.com/advisories/33709
http://secunia.com/advisories/37386
http://support.avaya.com/elmodocs2/security/ASA-2008-491.htm
http://www.vupen.com/english/advisories/2009/1426
http://lists.opensuse.org/opensuse-security-announce/2009-10/msg00001.html
http://support.nortel.com/go/main.jsp?cscat=BLTNDETAIL&DocumentOID=829914&poid=
http://h20000.www2.hp.com/bizsupport/TechSupport/Document.jsp?lang=en&cc=us&objectID=c01745133
http://www.securitytracker.com/id?1021309
http://rhn.redhat.com/errata/RHSA-2008-1018.html
http://www.us-cert.gov/cas/techalerts/TA08-340A.html

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:006

www 116.nortel.com/pub/repository/CLARIFY/DOCUMENT/2009/03/024431-01.pdf
osvdb.org/50504

Red Hat update for java-1.5.0-ibm - Secunia Advisories - Vulnerability Information - Secunia.com
CVE Program record

NVD vulnerability detail

4] | |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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