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Integer overflow in the JAR unpacking utility (unpack200) in the unpack library (unpack.dll) in Java Runtime Environment (J
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Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Sun Jdk 5.0 update_1 All All
Sun Jak 5.0 update_10 All All
Sun Jdk 5.0 update_11 All All
Sun Jak 5.0 update_12 All All
Sun Jak 5.0 update_13 All All
Sun Jak 5.0 update_14 All All
Sun Jak 5.0 update_15 All All
Sun Jak 5.0 update_2 All All
Sun Jdk 5.0 update_3 All All
Sun Jdk 6 All All All
Sun Jdk 6 update_1 All All
Sun Jdk 6 update_2 All All
Sun Jdk 6 update_3 All All
Sun Jdk 6 update_4 All All
Sun Jdk 6 update_5 All All
Sun Jdk 6 update_6 All All
Sun Jdk 6 update 7 All All
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Application Sun Jre 6 update_5 All All
Application Sun Jre 6 update_6 All All
Application Sun Jre 6 update_7 All All
Application Sun Jre 6 update_8 All All
Application Sun Jre 5.0 All All All
Application Sun Jre 5.0 update_1 All All
Application Sun Jre 5.0 update_10 All All
Application Sun Jre 5.0 update_11 All All
Application Sun Jre 5.0 update_12 All All
Application Sun Jre 5.0 update_13 All All
Application Sun Jre 5.0 update_14 All All
Application Sun Jre 5.0 update_15 All All
Application Sun Jre 5.0 update_2 All All
Application Sun Jre 6 All All All
Application Sun Jre 6 update_1 All All
Application Sun Jre 6 update_2 All All
Application Sun Jre 6 update_3 All All
Application Sun Jre 6 update_4 All All
Application Sun Jre 6 update_5 All All
Application Sun Jre 6 update_6 All All
Application Sun Jre 6 update_7 All All
Application Sun Jre 6 update_8 All All
Application Sun Jre All update_16 All All
Application Sun Jre All update_10 All All
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Gentoo updates for sun-jre-bin, sun-jdk, blackdown-jre, blackdown-jdk, and emul-linux-x86-java - Secunia Advisories - Vulnerability Informatio
50501

#244992: A Buffer Overflow Vulnerability in the Java Runtime Environment (JRE) "Unpack200" JAR Unpacking Utility May Lead to Escalation
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities

Support

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:006

rhn.redhat.com | Red Hat Support

Gentoo Linux Documentation -- Sun JDK/JRE: Multiple vulnerabilites
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SUSE Update for Multiple Packages - Advisories - Community

Nortel: Technical Support: Nortel Response to Sun Java Runtime Environment and Java Development Kit Multiple Security Vulnerabilities
Public Advisory: 12.04.08 // iDefense Labs

Red Hat update for java-1.6.0-ibm - Secunia Advisories - Vulnerability Intelligence - Secunia.com

US-CERT Technical Cyber Security Alert TA08-340A -- Sun Java Updates for Multiple Vulnerabilities

ASA-2009-012 (RHSA-2009-0016)

Repository / Oval Repository

[security-announce] SUSE Security Announcement: IBM Java 5 (SUSE-SA:2009

rhn.redhat.com | Red Hat Support
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Ubuntu update for openjdk-6 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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Sun Java JDK / JRE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Sun Java Runtime Environment Buffer Overflow in unpack200 Utility Lets Remote Users Execute Arbitrary Code - SecurityTracker
Support

Red Hat update for java-1.5.0-sun / java-1.6.0-sun - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rhn.redhat.com | Red Hat Support

Red Hat update for java-1.5.0-ibm - Secunia Advisories - Vulnerability Information - Secunia.com

CVE Program record
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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