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Summary

CVE CVE-2008-5354

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-05 11:30:00 UTC

Updated 2017-09-29 01:32:00 UTC

Description Stack-based buffer overflow in Java Runtime Environment (JRE) for Sun JDK and JRE 6 Update 10 and earlier; JDK and JRE 5.0 Update 16 and earlier; and SDK and JRE 1.4.2_18 and earlier allows locally-launched and possibly remote untrusted Java applications to execute arbitrary code via a JAR file with a long Main-Class manifest entry.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sun Jdk 5.0 update_1 All All

Application Sun Jdk 5.0 update_10 All All

Application Sun Jdk 5.0 update_11 All All

Application Sun Jdk 5.0 update_12 All All

Application Sun Jdk 5.0 update_13 All All

Application Sun Jdk 5.0 update_14 All All

Application Sun Jdk 5.0 update_15 All All

Application Sun Jdk 5.0 update_2 All All

Application Sun Jdk 5.0 update_3 All All

Application Sun Jdk 5.0 update_4 All All

Application Sun Jdk 5.0 update_5 All All

Application Sun Jdk 5.0 update_6 All All

Application Sun Jdk 5.0 update_7 All All

Application Sun Jdk 5.0 update_8 All All

Application Sun Jdk 5.0 update_9 All All

Application Sun Jdk 6 All All All

Application Sun Jdk 6 update_1 All All
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Application Sun Jdk 6 update_1 All All

Application Sun Jdk 6 update_2 All All

Application Sun Jdk 6 update_3 All All

Application Sun Jdk 6 update_4 All All

Application Sun Jdk 6 update_5 All All

Application Sun Jdk 6 update_6 All All

Application Sun Jdk 6 update_7 All All

Application Sun Jdk 6 update_8 All All

Application Sun Jdk 6 update_9 All All

Application Sun Jdk 5.0 update_1 All All

Application Sun Jdk 5.0 update_10 All All

Application Sun Jdk 5.0 update_11 All All

Application Sun Jdk 5.0 update_12 All All

Application Sun Jdk 5.0 update_13 All All

Application Sun Jdk 5.0 update_14 All All

Application Sun Jdk 5.0 update_15 All All

Application Sun Jdk 5.0 update_2 All All

Application Sun Jdk 5.0 update_3 All All

Application Sun Jdk 5.0 update_4 All All

Application Sun Jdk 5.0 update_5 All All

Application Sun Jdk 5.0 update_6 All All

Application Sun Jdk 5.0 update_7 All All

Application Sun Jdk 5.0 update_8 All All

Application Sun Jdk 5.0 update_9 All All

Application Sun Jdk 6 All All All

Application Sun Jdk 6 update_1 All All

Application Sun Jdk 6 update_2 All All

Application Sun Jdk 6 update_3 All All

Application Sun Jdk 6 update_4 All All

Application Sun Jdk 6 update_5 All All

Application Sun Jdk 6 update_6 All All

Application Sun Jdk 6 update_7 All All

Application Sun Jdk 6 update_8 All All

Application Sun Jdk 6 update_9 All All

Application Sun Jdk All update_16 All All

Application Sun Jdk All update_10 All All
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Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_15 All All All

Application Sun Jre 1.4.2_16 All All All

Application Sun Jre 1.4.2_17 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_4 All All All

Application Sun Jre 1.4.2_5 All All All

Application Sun Jre 1.4.2_6 All All All

Application Sun Jre 1.4.2_7 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 5.0 All All All

Application Sun Jre 5.0 update_1 All All

Application Sun Jre 5.0 update_10 All All

Application Sun Jre 5.0 update_11 All All

Application Sun Jre 5.0 update_12 All All

Application Sun Jre 5.0 update_13 All All

Application Sun Jre 5.0 update_14 All All

Application Sun Jre 5.0 update_15 All All

Application Sun Jre 5.0 update_2 All All

Application Sun Jre 5.0 update_3 All All

Application Sun Jre 5.0 update_4 All All

Application Sun Jre 5.0 update_5 All All

Application Sun Jre 5.0 update_6 All All

Application Sun Jre 5.0 update_7 All All

Application Sun Jre 5.0 update_8 All All

Application Sun Jre 5.0 update_9 All All

Application Sun Jre 6 All All All

Application Sun Jre 6 update_1 All All

Application Sun Jre 6 update_2 All All
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Application Sun Jre 6 update_2 All All

Application Sun Jre 6 update_3 All All

Application Sun Jre 6 update_4 All All

Application Sun Jre 6 update_5 All All

Application Sun Jre 6 update_6 All All

Application Sun Jre 6 update_7 All All

Application Sun Jre 6 update_8 All All

Application Sun Jre 6 update_9 All All

Application Sun Jre 1.4.2_1 All All All

Application Sun Jre 1.4.2_10 All All All

Application Sun Jre 1.4.2_11 All All All

Application Sun Jre 1.4.2_12 All All All

Application Sun Jre 1.4.2_13 All All All

Application Sun Jre 1.4.2_14 All All All

Application Sun Jre 1.4.2_15 All All All

Application Sun Jre 1.4.2_16 All All All

Application Sun Jre 1.4.2_17 All All All

Application Sun Jre 1.4.2_2 All All All

Application Sun Jre 1.4.2_3 All All All

Application Sun Jre 1.4.2_4 All All All

Application Sun Jre 1.4.2_5 All All All

Application Sun Jre 1.4.2_6 All All All

Application Sun Jre 1.4.2_7 All All All

Application Sun Jre 1.4.2_8 All All All

Application Sun Jre 1.4.2_9 All All All

Application Sun Jre 5.0 All All All

Application Sun Jre 5.0 update_1 All All

Application Sun Jre 5.0 update_10 All All

Application Sun Jre 5.0 update_11 All All

Application Sun Jre 5.0 update_12 All All

Application Sun Jre 5.0 update_13 All All

Application Sun Jre 5.0 update_14 All All

Application Sun Jre 5.0 update_15 All All

Application Sun Jre 5.0 update_2 All All

Application Sun Jre 5.0 update_3 All All

Application Sun Jre 5.0 update_4 All All
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Application Sun Jre 5.0 update_5 All All

Application Sun Jre 5.0 update_6 All All

Application Sun Jre 5.0 update_7 All All

Application Sun Jre 5.0 update_8 All All

Application Sun Jre 5.0 update_9 All All

Application Sun Jre 6 All All All

Application Sun Jre 6 update_1 All All

Application Sun Jre 6 update_2 All All

Application Sun Jre 6 update_3 All All

Application Sun Jre 6 update_4 All All

Application Sun Jre 6 update_5 All All

Application Sun Jre 6 update_6 All All

Application Sun Jre 6 update_7 All All

Application Sun Jre 6 update_8 All All

Application Sun Jre 6 update_9 All All

Application Sun Jre All All All All

Application Sun Jre All update_16 All All

Application Sun Jre All update_10 All All

Application Sun Sdk 1.4.2_1 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_13 All All All

Application Sun Sdk 1.4.2_14 All All All

Application Sun Sdk 1.4.2_15 All All All

Application Sun Sdk 1.4.2_16 All All All

Application Sun Sdk 1.4.2_17 All All All

Application Sun Sdk 1.4.2_2 All All All

Application Sun Sdk 1.4.2_3 All All All

Application Sun Sdk 1.4.2_4 All All All

Application Sun Sdk 1.4.2_5 All All All

Application Sun Sdk 1.4.2_6 All All All

Application Sun Sdk 1.4.2_7 All All All

Application Sun Sdk 1.4.2_8 All All All

Application Sun Sdk 1.4.2_9 All All All
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Application Sun Sdk 1.4.2_1 All All All

Application Sun Sdk 1.4.2_10 All All All

Application Sun Sdk 1.4.2_11 All All All

Application Sun Sdk 1.4.2_12 All All All

Application Sun Sdk 1.4.2_13 All All All

Application Sun Sdk 1.4.2_14 All All All

Application Sun Sdk 1.4.2_15 All All All

Application Sun Sdk 1.4.2_16 All All All

Application Sun Sdk 1.4.2_17 All All All

Application Sun Sdk 1.4.2_2 All All All

Application Sun Sdk 1.4.2_3 All All All

Application Sun Sdk 1.4.2_4 All All All

Application Sun Sdk 1.4.2_5 All All All

Application Sun Sdk 1.4.2_6 All All All

Application Sun Sdk 1.4.2_7 All All All

Application Sun Sdk 1.4.2_8 All All All

Application Sun Sdk 1.4.2_9 All All All

Application Sun Sdk All All All All
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[security-announce] SUSE Security Announcement: IBM Java 5 (SUSE-SA:2009

www.ximido.de/research/advisories/SM_Java-BO_200811.txt

rhn.redhat.com | Red Hat Support

SUSE update for IBMJava5-JRE and java-1_5_0-ibm - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Ubuntu update for openjdk-6 - Secunia Advisories - Vulnerability Intelligence - Secunia.com
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Sun Java JDK / JRE Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com

[security-announce] SUSE Security Announcement: IBM Java 1.4.2 and 6 (SU

Support

Red Hat update for java-1.5.0-sun / java-1.6.0-sun - Secunia Advisories - Vulnerability Intelligence - Secunia.com

rhn.redhat.com | Red Hat Support

Red Hat update for java-1.5.0-ibm - Secunia Advisories - Vulnerability Information - Secunia.com

Webmail | OVH- OVH

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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