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Summary

CVE CVE-2008-5396

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-09 00:30:00 UTC

Updated 2009-05-14 05:31:00 UTC

Description Array index error in the (1) torisa.c and (2) dahdi/tor2.c drivers in Zaptel (aka DAHDI) 1.4.11 and earlier allows local users in the dialout group to overwrite an integer value in kernel memory by writing to /dev/zap/ctl, related to missing validation of the sync field associated with the ZT_SPANCONFIG ioctl.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Asterisk Zaptel 1.2 All All All

Application Asterisk Zaptel 1.2.27 All All All

Application Asterisk Zaptel 1.4 All All All

Application Asterisk Zaptel 1.2 All All All

Application Asterisk Zaptel 1.2.27 All All All

Application Asterisk Zaptel 1.4 All All All

Application Asterisk Zaptel All All All All

References

Reference Source

Zaptel "ZT_SPANCONFIG" IOCTL Privilege Escalation Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

[DAHLIN-62] [patch] incoherent handling of span timing and lack of input validation - Digium/Asterisk JIRA CONFIRM

oss-security - CVE Request (zaptel) MLIST

#507459 - zaptel: insufficient input validation in some zaptel drivers - Debian Bug report logs CONFIRM

DAHDI "ZT_SPANCONFIG" IOCTL Privilege Escalation Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

CVE Program record CVE.ORG
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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