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Heap-based buffer overflow in the XML parser in the AIM plugin in Trillian before 3.1.12.0 allows remote attackers to execu

| 1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Ceruleanstudios Trillian All All All All
Ceruleanstudios Trillian 3.1.0.9 All All All
Ceruleanstudios Trillian 3.1.9.0 All All All
Ceruleanstudios Trillian All All All All
Ceruleanstudios Trillian 3.1.0.9 All All All
Ceruleanstudios Trillian 3.1.9.0 All All All
Ceruleanstudios Trillian Pro All All All All
Ceruleanstudios Trillian Pro 3.1.9.0 All All All
Ceruleanstudios Trillian Pro All All All All
Ceruleanstudios Trillian Pro 3.1.9.0 All All All
Cerulean Studios Trillian 0.50 All All All
Cerulean Studios Trillian 0.52 All All All
Cerulean Studios Trillian 0.60 All All All
Cerulean Studios Trillian 0.61 All All All
Cerulean Studios Trillian 0.62 All All All
Cerulean Studios Trillian 0.63 All All All
Cerulean Studios Trillian 0.635 All All All
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Application Cerulean Studios Trillian 3.1.8.0 All
Application Cerulean Studios Trillian 3.1.9.0 All
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Application Cerulean Studios Trillian 3.1.9.0 All
Application Cerulean Studios Trillian Pro All All
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IBM X-Force Exchange

Cerulean Studios’ Blog » Blog Archive » Trillian 3.1.12.0 - Happy Thanksgiving!

Trillian Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com
50474

ZDI-08-079: Trillian AIM Plugin Malformed XML Tag Heap Overflow Vulnerability - CXSecurity.com
Zero Day Initiative

Trillian Multiple Remote Memory Corruption Vulnerabilities

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Trillian Buffer Overflow in Processing AIM XML Tags May Let Remote Users Execute Arbitrary Code - Security Tracker

Source

SECTRACK

XF

MISC

SECUNIA

OSvDB

SREASON

MISC

BID

BUGTRAQ

VUPEN

Link
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WWW.


http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://cve.report/vendor/cerulean_studios
http://cve.report/software/cerulean_studios/trillian_pro
http://www.securitytracker.com/id?1021336
https://exchange.xforce.ibmcloud.com/vulnerabilities/47100
http://blog.ceruleanstudios.com/?p=404
http://secunia.com/advisories/33001
http://osvdb.org/50474
http://securityreason.com/securityalert/4702
http://www.zerodayinitiative.com/advisories/ZDI-08-079
http://www.securityfocus.com/bid/32645
http://www.securityfocus.com/archive/1/498936/100/0/threaded
http://www.vupen.com/english/advisories/2008/3348

CVE Program record CVE.ORG WwWw.

NVD vulnerability detail NVD nvd.n

|

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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