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Summary

CVE CVE-2008-5409

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-10 06:44:00 UTC

Updated 2017-10-19 01:30:00 UTC

Description Unspecified vulnerability in the pdf.xmd module in (1) BitDefender Free Edition 10 and Antivirus Standard 10, (2) BullGuard Internet Security 8.5, and (3) Software602 Groupware Server 6.0.08.1118 allows remote attackers to cause a denial of service (application crash) or possibly execute arbitrary code via a crafted PDF file, possibly related to included compressed streams that were processed with the ASCIIHexDecode filter. 

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bitdefender Antivirus 10 _nil_ standard All

Application Bitdefender Antivirus 10 _nil_ standard All

Application Bitdefender Bitdefender 10 _nil_ free_edition All

Application Bitdefender Bitdefender 10 _nil_ free_edition All

Application Bullguard Internet Security 8.5 All All All

Application Bullguard Internet Security 8.5 All All All

Application Software602 Groupware Server 6.0.08.1118 All All All

Application Software602 Groupware Server 6.0.08.1118 All All All

References

Reference Source

BitDefender - Module pdf.xmd Infinite Loop Denial of Service (PoC) - Windows dos Exploit EXPLOIT-DB

BullGuard Internet Security PDF Processing Memory Corruption - Secunia.com SECUNIA

BitDefender Antivirus PDF Processing Memory Corruption Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

IBM X-Force Exchange XF

50010 OSVDB

Groupware Server Antivirus Engine PDF Processing Memory Corruption - Secunia.com SECUNIA
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50205 OSVDB

50103 OSVDB

BitDefender 'pdf.xmd' Module PDF Parsing Remote Denial Of Service Vulnerability BID

Page not found - CVE.report MISC

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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