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Summary

CVE CVE-2008-5410

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-10 00:30:00 UTC

Updated 2017-09-29 01:32:00 UTC

Description The PK11_SESSION cache in the OpenSSL PKCS#11 engine in Sun Solaris 10 does not maintain reference counts for operations with asymmetric keys, which allows context-dependent attackers to cause a denial of service (failed cryptographic operations) via unspecified vectors, related to the (1) RSA_sign and (2) RSA_verify functions.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

Operating System Sun Solaris 10.0 All sparc All

Operating System Sun Solaris 10.0 All x86 All

References

Reference Source

Sun Solaris OpenSSL 'PKCS#11' Engine Remote Denial Of Service Vulnerability BID

sunsolve.sun.com/search/document.do CONFIRM

246846 SUNALERT

Repository / Oval Repository OVAL

Sun Solaris OpenSSL PKCS#11 Denial of Service Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Webmail - OVH VUPEN

sunsolve.sun.com/search/document.do CONFIRM

Solaris OpenSSL PKCS#11 Engine Session Cache Bug Lets Remote or Local Users Deny Service - SecurityTracker SECTRACK

IBM X-Force Exchange XF
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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