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/

CVE-2008-5432

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback

2008-12-11 15:30:00 UTC

2020-12-01 14:43:00 UTC

Cross-site scripting (XSS) vulnerability in Moodle before 1.6.8, 1.7 before 1.7.6, 1.8 before 1.8.7, and 1.9 before 1.9.3 allow

Risk And Classification

1|

Problem Types: CWE-79
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Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Product

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Version

1.11

1.2.0

1.3.4

1.4.1

1.4.2

Update Edition
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All
All All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2008-5432/mitre
https://cve.report/CVE-2008-5432/nist
https://cve.report/CVE-2008-5432/cve_org
https://cve.report/api/cve/CVE-2008-5432.json
https://cve.report/CVE-2008-5432.pdf
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

1.6.0

1.6.1

1.6.3

1.6.4

1.6.5

1.6.6

1.7.0

1.71

1.7.2

1.7.3

1.7.4

1.75

1.8.0

1.8.1

1.8.2

1.8.3

1.8.4

1.8.5

1.8.6

1.9.0

1.91

1.9.2

1.2.0

1.21

1.3.0

1.3.1

1.3.2

1.3.3

1.3.4

1.41

1.4.2

1.4.3

1.4.4

1.45

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

Moodle

1.5

1.5.1

1.5.2

1.56.3

1.6.0

1.6.1

1.6.3

1.6.4

1.6.5

1.6.6

1.7.0

1.7.1

1.7.2

1.7.3

1.7.4

1.7.5

1.8.0

1.8.1

1.8.2

1.8.3

1.8.4

1.8.5

1.8.6

1.9.0

1.91

1.9.2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

References

Reference

oss-security - CVE request: moodle (XSS)

Moodle.org: MSA-08-0022: XSS through Wiki page titles

Debian -- Security Information -- DSA-1691-1 moodle

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Moodle Unspecified Cross-Site Scripting Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com

SUSE update for moodle and phpMyAdmin - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Source

MLIST

CONFIRM

DEBIAN

VUPEN

SECUNIA

SECUNIA

Link

www.opel

moodle.ol

www.debi

WWW.VUP!

secunia.c

secunia.c


http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://cve.report/vendor/moodle
http://cve.report/software/moodle/moodle
http://www.openwall.com/lists/oss-security/2008/12/09/4
http://moodle.org/mod/forum/discuss.php?d=108590
http://www.debian.org/security/2008/dsa-1691
http://www.vupen.com/english/advisories/2008/3405
http://secunia.com/advisories/33079
http://secunia.com/advisories/33822

Moodle Wiki Page Name Cross Site Scripting Vulnerability BID WWW.Secl

IBM X-Force Exchange XF exchange
[security-announce] SUSE Security Summary Report: SUSE-SR:2009:003 SUSE lists.open
CVE Program record CVE.ORG www.cve.
NVD vulnerability detail NVD nvd.nist.g

/]

:Ey’iﬁﬂjv

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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