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Summary

CVE CVE-2008-5501

State PUBLIC

Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-17 23:30:00 UTC

Updated 2018-11-08 20:11:00 UTC

Description The layout engine in Mozilla Firefox 3.x before 3.0.5, Thunderbird 2.x before 2.0.0.19, and SeaMonkey 1.x before 1.1.14 allows remote attackers to cause a denial of service via vectors that trigger an assertion failure.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Operating System Canonical Ubuntu Linux 8.04 All All All

Operating System Canonical Ubuntu Linux 8.10 All All All

Application Mozilla Firefox All All All All

Application Mozilla Firefox All All All All

Application Mozilla Seamonkey All All All All

Application Mozilla Seamonkey All All All All

References

Reference Source

Ubuntu update for firefox-3.0 and xulrunner-1.9 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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IBM X-Force Exchange XF

256408 SUNALERT
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Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA
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USN-690-1: Firefox and xulrunner vulnerabilities | Ubuntu security notices UBUNTU

rhn.redhat.com | Red Hat Support REDHAT

395623 – (CVE-2008-5501) [FIX]"ASSERTION: not in child list" and crash with position:inherit, counters, :first-line MISC

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Remote Vulnerabilities BID

Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA

Support REDHAT

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

Support REDHAT

Security Alerts - Secunia SECUNIA

Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

Repository / Oval Repository OVAL

Mozilla Firefox Bugs in JavaScript Engine and Layout Engine May Let Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

mandriva.com MANDRIVA

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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