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CVE CVE-2008-5505
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-17 23:30:00 UTC
Updated 2018-10-08 21:56:00 UTC
Description Mozilla Firefox 3.x before 3.0.5 allows remote attackers to bypass intended privacy restrictions by using the persist attribute
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox 3.0 All All All
Application Mozilla Firefox 3.0.1 All All All
Application Mozilla Firefox 3.0.2 All All All
Application Mozilla Firefox 3.0.3 All All All
Application Mozilla Firefox All All All All
References
Reference Source Link

Ubuntu update for firefox-3.0 and xulrunner-1.9 - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

256408 SUNALERT  sunsolve.sun.
Repository / Oval Repository OVAL oval.cisecurity
Red Hat update for firefox - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

USN-690-1: Firefox and xulrunner vulnerabilities | Ubuntu security notices UBUNTU usn.ubuntu.co
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rhn.redhat.com | Red Hat Support REDHAT www.redhat.c

Mozilla Firefox/Thunderbird/SeaMonkey Multiple Remote Vulnerabilities BID www.securityf
MFSA 2008-63: User tracking via XUL persist attribute CONFIRM www.mozilla.c
Sun Solaris Firefox Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com
Mozilla Firefox XUL Elements Let Remote Users Store Cookie-Like Information - Security Tracker SECTRACK www.securityt
295994 — (CVE-2008-5505) Can store cookie-like information via xul persist attribute MISC bugzilla.mozill
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWW.vUupen.cc
Mozilla Firefox 3 Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com
mandriva.com MANDRIVA  www.mandriv:
IBM X-Force Exchange XF exchange.xfor
CVE Program record CVE.ORG WWW.Cve.org
NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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