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PHP 5 before 5.2.7 does not properly initialize the page_uid and page_gid global variables for use by the SAPI php_getuid
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Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Php Php 5.0.0 All All All
Php Php 5.0.0 betal All All
Php Php 5.0.0 beta2 All All
Php Php 5.0.0 beta3 All All
Php Php 5.0.0 beta4 All All
Php Php 5.0.0 rcl All All
Php Php 5.0.0 rc2 All All
Php Php 5.0.0 rc3 All All
Php Php 5.0.1 All All All
Php Php 5.0.2 All All All
Php Php 5.0.3 All All All
Php Php 5.0.4 All All All
Php Php 5.0.5 All All All
Php Php 5.1.0 All All Al
Php Php 5.1.1 All All All
Php Php 5.1.2 All All All
Php Php 5.1.3 All All All
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Application Php Php 5.2.4 All All All
Application Php Php 5.2.5 All All All
Application Php Php 5.2.6 All All All
Application Php Php 5.2.7 All All All
Reference Source
'[security bulletin] HPSBUX02465 SSRT090192 rev.1 - HP-UX Running Apache-based Web Server, Remote Den' - MARC  HP
Security Advisories | Mandriva Linux MANDRIVA
SecurityReason - PHP 5.2.6 SAPI php_getuid() overload ( Research Advisory ) SREASONRES
SecurityFocus BUGTRAQ
PHP SAPI 'php_getuid()' Safe Mode Restriction-Bypass Vulnerability BID
52207 OsvDB
50483 OSvDB
Debian -- Security Information -- DSA-1789-1 php5 DEBIAN
SecurityFocus BUGTRAQ
IBM X-Force Exchange XF
PHP: PHP 5 Changelog CONFIRM
Advisories:rPSA-2009-0035 - rPath Wiki CONFIRM
Debian update for php5 - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
HP-UX Apache Web Server Suite Multiple Vulnerabilities - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA
SSRT090085 HP
CVE Program record CVE.ORG
NVD vulnerability detail NVD
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Vendor Comments And Credit

Organization Published Contributor  Statement

Red Hat 2009-03-17 Tomas Hoger We do not consider these to be security issues. For more details see http:/bugzilla.redhat.com

Kl H L

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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