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CRLF injection vulnerability in Quassel Core before 0.3.0.3 allows remote attackers to spoof IRC messages as other users

| 1|

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Quassel Quassel Core 0.1.0 All All All
Quassel Quassel Core 0.2.0 alphat All All
Quassel Quassel Core 0.2.0 alpha2 All All
Quassel Quassel Core 0.2.0 alpha3 All All
Quassel Quassel Core 0.2.0 alpha4 All All
Quassel Quassel Core 0.2.0 alphab All All
Quassel Quassel Core 0.2.0 betal All All
Quassel Quassel Core 0.2.0 pre All All
Quassel Quassel Core 0.2.0 rci All All
Quassel Quassel Core 0.3.0 All All All
Quassel Quassel Core 0.3.0 pre All All
Quassel Quassel Core 0.3.0.1 All All All
Quassel Quassel Core All All All All
Quassel Quassel Core 0.1.0 All All All
Quassel Quassel Core 0.2.0 alphat All All
Quassel Quassel Core 0.2.0 alpha2 All All

Quassel Quassel Core 0.2.0 alpha3 All All
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Application Quassel Quassel Core 0.2.0 alpha4
Application Quassel Quassel Core 0.2.0 alpha5
Application Quassel Quassel Core 0.2.0 betal
Application Quassel Quassel Core 0.2.0 pre
Application Quassel Quassel Core 0.2.0 rci
Application Quassel Quassel Core 0.3.0 All
Application Quassel Quassel Core 0.3.0 pre
Application Quassel Quassel Core 0.3.0.1 All
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References

Reference

Fedora update for quassel - Secunia.com

SecurityFocus

Quassel Core CTCP Ping Input Validation Vulnerability

Urgent: Security Upgrade! | Quassel IRC

SecurityFocus

Wouter Coekaerts - security - quassel-ctcp

#506550 - quassel: IRC client command injection vulnerability - Debian Bug report logs
IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
[SECURITY] Fedora 9 Update: quassel-0.3.0.3-1.fc9
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Source

Quassel IRC CTCP Command Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA

SECUNIA

BUGTRAQ

BID

CONFIRM

BUGTRAQ

MISC

CONFIRM

XF

VUPEN

FEDORA

CVE.ORG

NVD

Link
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secunia.c
WWW.SECL
WWW.Secl
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WWW.Secl
wouter.cc
bugs.debi
exchange
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www.redt
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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