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Summary

CVE CVE-2008-5674

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-19 01:52:00 UTC

Updated 2018-10-11 20:56:00 UTC

Description Multiple array index errors in the HTTP server in Darkwet Network webcamXP 3.72.440.0 and earlier and beta 4.05.280 and earlier allow remote attackers to cause a denial of service (device crash) and read portions of memory via (1) an invalid camnum parameter to the pocketpc component and (2) an invalid id parameter to the show_gallery_pic component.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Darkwet Webcam Xp 1.02.432 All All All

Application Darkwet Webcam Xp 1.02.535 All All All

Application Darkwet Webcam Xp 1.6.945 All All All

Application Darkwet Webcam Xp 2.20 All All All

Application Darkwet Webcam Xp 3.72 All All All

Application Darkwet Webcam Xp 1.02.432 All All All

Application Darkwet Webcam Xp 1.02.535 All All All

Application Darkwet Webcam Xp 1.6.945 All All All

Application Darkwet Webcam Xp 2.20 All All All

Application Darkwet Webcam Xp 3.72 All All All

Application Darkwet Webcam Xp All All All All
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webcamXP Multiple Information Disclosure and Denial of Service Vulnerabilities BID www.securityfocus.com Exploit

Access violation and limited informations disclosure in webcamXP 3.72.440.0 - CXSecurity.com SREASON securityreason.com
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SecurityFocus BUGTRAQ www.securityfocus.com

aluigi.altervista.org/adv/webcamxp-adv.txt MISC aluigi.altervista.org

webcamXP Denial of Service and Information Disclosure - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

42928 OSVDB www.osvdb.org

42929 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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