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Summary

CVE CVE-2008-5685

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-19 17:30:00 UTC

Updated 2011-03-08 03:14:00 UTC

Description Sun ScApp firmware 5.18.x, 5.19.x, and 5.20.0 through 5.20.10 on Sun Fire and Netra platforms allows remote attackers to access the System Controller (SC), the system console, and possibly the host OS, and cause a denial of service (shutdown or reboot), via spoofed IP packets.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Sun Netra 1280 All All All

Hardware Sun Netra 1290 All All All

Hardware Sun Netra 1280 All All All

Hardware Sun Netra 1290 All All All

Hardware Sun Scapp 5.18 All All All

Hardware Sun Scapp 5.19 All All All

Hardware Sun Scapp 5.20.0 All All All

Hardware Sun Scapp 5.20.1 All All All

Hardware Sun Scapp 5.20.10 All All All

Hardware Sun Scapp 5.20.2 All All All

Hardware Sun Scapp 5.20.3 All All All

Hardware Sun Scapp 5.20.4 All All All

Hardware Sun Scapp 5.20.5 All All All

Hardware Sun Scapp 5.20.6 All All All

Hardware Sun Scapp 5.20.7 All All All

Hardware Sun Scapp 5.20.8 All All All

Hardware Sun Scapp 5.20.9 All All All

https://cve.report/
https://cve.report/CVE-2008-5685/mitre
https://cve.report/CVE-2008-5685/nist
https://cve.report/CVE-2008-5685/cve_org
https://cve.report/CVE-2008-5685.pdf
http://cve.report/vendor/sun
http://cve.report/software/sun/netra
http://cve.report/vendor/sun
http://cve.report/software/sun/netra
http://cve.report/vendor/sun
http://cve.report/software/sun/netra
http://cve.report/vendor/sun
http://cve.report/software/sun/netra
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp
http://cve.report/vendor/sun
http://cve.report/software/sun/scapp


Hardware Sun Scapp 5.20.9 All All All

Hardware Sun Scapp 5.18 All All All

Hardware Sun Scapp 5.19 All All All

Hardware Sun Scapp 5.20.0 All All All

Hardware Sun Scapp 5.20.1 All All All

Hardware Sun Scapp 5.20.10 All All All

Hardware Sun Scapp 5.20.2 All All All

Hardware Sun Scapp 5.20.3 All All All

Hardware Sun Scapp 5.20.4 All All All

Hardware Sun Scapp 5.20.5 All All All

Hardware Sun Scapp 5.20.6 All All All

Hardware Sun Scapp 5.20.7 All All All

Hardware Sun Scapp 5.20.8 All All All

Hardware Sun Scapp 5.20.9 All All All

Hardware Sun Sun Fire 3800 All All All

Hardware Sun Sun Fire 4800 All All All

Hardware Sun Sun Fire 4810 All All All

Hardware Sun Sun Fire 6800 All All All

Hardware Sun Sun Fire e2900 All All All

Hardware Sun Sun Fire e4900 All All All

Hardware Sun Sun Fire e6900 All All All

Hardware Sun Sun Fire v1280 All All All

Hardware Sun Sun Fire 3800 All All All

Hardware Sun Sun Fire 4800 All All All

Hardware Sun Sun Fire 4810 All All All

Hardware Sun Sun Fire 6800 All All All

Hardware Sun Sun Fire e2900 All All All

Hardware Sun Sun Fire e4900 All All All

Hardware Sun Sun Fire e6900 All All All

Hardware Sun Sun Fire v1280 All All All
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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