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Summary

CVE CVE-2008-5699

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-22 15:30:00 UTC

Updated 2009-01-06 06:02:00 UTC

Description The name service cache daemon (nscd) in Sun Solaris 10 and OpenSolaris snv_50 through snv_104 does not properly check permissions, which allows local users to gain privileges and obtain sensitive information via unspecified vectors.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Opensolaris snv_100 All sparc All

Operating System Sun Opensolaris snv_100 All x86 All

Operating System Sun Opensolaris snv_101 All sparc All

Operating System Sun Opensolaris snv_101 All x86 All

Operating System Sun Opensolaris snv_102 All sparc All

Operating System Sun Opensolaris snv_102 All x86 All

Operating System Sun Opensolaris snv_103 All sparc All

Operating System Sun Opensolaris snv_103 All x86 All

Operating System Sun Opensolaris snv_104 All sparc All

Operating System Sun Opensolaris snv_104 All x86 All

Operating System Sun Opensolaris snv_50 All sparc All

Operating System Sun Opensolaris snv_50 All x86 All

Operating System Sun Opensolaris snv_51 All sparc All

Operating System Sun Opensolaris snv_51 All x86 All

Operating System Sun Opensolaris snv_52 All sparc All

Operating System Sun Opensolaris snv_52 All x86 All

Operating System Sun Opensolaris snv_53 All sparc All
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Operating System Sun Opensolaris snv_53 All sparc All

Operating System Sun Opensolaris snv_53 All x86 All

Operating System Sun Opensolaris snv_54 All sparc All

Operating System Sun Opensolaris snv_54 All x86 All

Operating System Sun Opensolaris snv_55 All sparc All

Operating System Sun Opensolaris snv_55 All x86 All

Operating System Sun Opensolaris snv_56 All sparc All

Operating System Sun Opensolaris snv_56 All x86 All

Operating System Sun Opensolaris snv_57 All sparc All

Operating System Sun Opensolaris snv_57 All x86 All

Operating System Sun Opensolaris snv_58 All sparc All

Operating System Sun Opensolaris snv_58 All x86 All

Operating System Sun Opensolaris snv_59 All sparc All

Operating System Sun Opensolaris snv_59 All x86 All

Operating System Sun Opensolaris snv_60 All sparc All

Operating System Sun Opensolaris snv_60 All x86 All

Operating System Sun Opensolaris snv_61 All sparc All

Operating System Sun Opensolaris snv_61 All x86 All

Operating System Sun Opensolaris snv_62 All sparc All

Operating System Sun Opensolaris snv_62 All x86 All

Operating System Sun Opensolaris snv_63 All sparc All

Operating System Sun Opensolaris snv_63 All x86 All

Operating System Sun Opensolaris snv_64 All sparc All

Operating System Sun Opensolaris snv_64 All x86 All

Operating System Sun Opensolaris snv_65 All sparc All

Operating System Sun Opensolaris snv_65 All x86 All

Operating System Sun Opensolaris snv_66 All sparc All

Operating System Sun Opensolaris snv_66 All x86 All

Operating System Sun Opensolaris snv_67 All sparc All

Operating System Sun Opensolaris snv_67 All x86 All

Operating System Sun Opensolaris snv_68 All sparc All

Operating System Sun Opensolaris snv_68 All x86 All

Operating System Sun Opensolaris snv_69 All sparc All

Operating System Sun Opensolaris snv_69 All x86 All

Operating System Sun Opensolaris snv_70 All sparc All

Operating System Sun Opensolaris snv_70 All x86 All
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Operating System Sun Opensolaris snv_71 All sparc All

Operating System Sun Opensolaris snv_71 All x86 All

Operating System Sun Opensolaris snv_72 All sparc All

Operating System Sun Opensolaris snv_72 All x86 All

Operating System Sun Opensolaris snv_73 All sparc All

Operating System Sun Opensolaris snv_73 All x86 All

Operating System Sun Opensolaris snv_74 All sparc All

Operating System Sun Opensolaris snv_74 All x86 All

Operating System Sun Opensolaris snv_75 All sparc All

Operating System Sun Opensolaris snv_75 All x86 All

Operating System Sun Opensolaris snv_76 All sparc All

Operating System Sun Opensolaris snv_76 All x86 All

Operating System Sun Opensolaris snv_77 All sparc All

Operating System Sun Opensolaris snv_77 All x86 All
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Operating System Sun Opensolaris snv_80 All sparc All
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Operating System Sun Opensolaris snv_84 All x86 All
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Operating System Sun Opensolaris snv_85 All x86 All

Operating System Sun Opensolaris snv_86 All sparc All

Operating System Sun Opensolaris snv_86 All x86 All

Operating System Sun Opensolaris snv_87 All sparc All

Operating System Sun Opensolaris snv_87 All x86 All
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Operating System Sun Opensolaris snv_88 All x86 All
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Operating System Sun Opensolaris snv_88 All x86 All

Operating System Sun Opensolaris snv_89 All sparc All

Operating System Sun Opensolaris snv_89 All x86 All

Operating System Sun Opensolaris snv_90 All sparc All

Operating System Sun Opensolaris snv_90 All x86 All

Operating System Sun Opensolaris snv_91 All sparc All

Operating System Sun Opensolaris snv_91 All x86 All

Operating System Sun Opensolaris snv_92 All sparc All

Operating System Sun Opensolaris snv_92 All x86 All

Operating System Sun Opensolaris snv_93 All sparc All

Operating System Sun Opensolaris snv_93 All x86 All

Operating System Sun Opensolaris snv_94 All sparc All

Operating System Sun Opensolaris snv_94 All x86 All

Operating System Sun Opensolaris snv_95 All sparc All
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Operating System Sun Opensolaris snv_96 All sparc All
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Operating System Sun Opensolaris snv_100 All sparc All

Operating System Sun Opensolaris snv_100 All x86 All

Operating System Sun Opensolaris snv_101 All sparc All

Operating System Sun Opensolaris snv_101 All x86 All

Operating System Sun Opensolaris snv_102 All sparc All

Operating System Sun Opensolaris snv_102 All x86 All

Operating System Sun Opensolaris snv_103 All sparc All

Operating System Sun Opensolaris snv_103 All x86 All

Operating System Sun Opensolaris snv_104 All sparc All

Operating System Sun Opensolaris snv_104 All x86 All

Operating System Sun Opensolaris snv_50 All sparc All

Operating System Sun Opensolaris snv_50 All x86 All

Operating System Sun Opensolaris snv_51 All sparc All
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Operating System Sun Opensolaris snv_51 All x86 All

Operating System Sun Opensolaris snv_52 All sparc All
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Operating System Sun Opensolaris snv_53 All sparc All
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Operating System Sun Opensolaris snv_97 All x86 All
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Solaris Name Service Cache Daemon Lets Local Users Gain Elevated Privileges - SecurityTracker SECTRACK securitytracker.com

50934 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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