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Certain versions of Linux Kernel from Linux contain the following
vulnerability:

libata in the Linux kernel before 2.6.27.9 does not set minimum
timeouts for SG_IO requests, which allows local users to cause a
denial of service (Programmed I/O mode on drives) via multiple
simultaneous invocations of an unspecified test program.

CVE-2008-5700 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: (195 LOW
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Description

[security-announce] SUSE
Security Announcement: Linux
kernel (SUSE-SA:20

Red Hat Customer Portal

Support

Repository / Oval Repository

Red Hat update for kernel -
Secunia Advisories - Vulnerability
Information - Secunia.com

[ NONE | [ NONE |
CVE References

Tags Link

9 SUSE SUSE-SA:2009:010

& REDHAT RHSA-2009:0053

& REDHAT RHSA-2009:0331

() OVAL oval:org.mitre.oval:def:8606
){ SECUNIA 34252


https://cve.report/
https://cve.report/CVE-2008-5700/mitre
https://cve.report/CVE-2008-5700/nist
https://cve.report/CVE-2008-5700/cve_org
https://cve.report/CVE-2008-5700.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00003.html
http://www.redhat.com/support/errata/RHSA-2009-0053.html
http://www.redhat.com/support/errata/RHSA-2009-0331.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A8606
https://web.archive.org/web/2008/http://secunia.com/advisories/34252

Debian update for linux-2.6.24 - web.archive.org YU SECUNIA 34981
Secunia Advisories - Vulnerability [0
Information - Secunia.com

oss-security - CVE request: openwall.com { > MLIST [oss-security] 20081209 CVE request: kernel: enforce a
kernel: enforce a minimum text/html minimum SG_10 timeout
SG_I10 timeout
SecurityFocus www.securityfocus.com 2) BUGTRAQ 20091120 VMSA-2009-0016 VMware vCenter and ESX
text/html update release and vMA patch release address multiple security issue
in third party components
Red Hat update for kernel - web.archive.org Y{ SECUNIA 33854

Secunia Advisories - Vulnerability text/html
Information - Secunia.com

404: File not found www.kernel.org A CONFIRM www.kernel.org/pub/linux/kernel/v2.6/ChangelLog-
text/plain 2.6.27.9
Inactive Link" Not Archived

Webmail : Solution de messagerie [T (%) VUPEN ADV-2009-3316
professionnelle - OVHcloud- OVH  FEHT

git.kernel.org {7y CONFIRM git.kernel.org/?p=linux/kernel/git/stable/linux-
text/html 2.6.27.y.git;a=commit;h=f2f1fa78a155524b849edf359e42a3001ea652c0

Inactive Link™ Not Archived

ASA-2009-114 (RHSA-2009- support.avaya.com 23 CONFIRM support.avaya.com/elmodocs2/security/ASA-2009-
0331) text/html 114.htm

Avaya Products Linux Kernel web.archive.org ) SECUNIA 34762
Denial of Service Vulnerabilities - text/html

Secunia Advisories - Vulnerability
Information - Secunia.com

474495 — (CVE-2008-5700) CVE- bugzilla.redhat.com 23 CONFIRM bugzilla.redhat.com/show_bug.cgi?id=474495
2008-5700 kernel: enforce a text/html
minimum SG_IO timeout

USN-715-1: Linux kernel ® UBUNTU USN-715-1

vulnerabilities | Ubuntu text/html

IBM X-Force Exchange SCEER IR @ XF linux-kernel-libata-dos(47669)
text/html

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:10948
text/html

Support www.redhat.com & REDHAT RHSA-2009:0326
text/html

Debian -- Security Information -- www.debian.org (© DEBIAN DSA-1787

DSA-1787-1 linux-2.6.24 Depreciated Link

text/html

USN-714-1: Linux kernel @ UBUNTU USN-714-1

vulnerabilities | Ubuntu security text/html
notices
Red Hat update for kernel - web.archive.org Y{ SECUNIA 33758

Secunia Advisories - Vulnerability — [T
Information - Secunia.com

VMSA-2009-0016.1 www.vmware.com 8 CONFIRM www.vmware.com/security/advisories/VMSA-2009-
text/html 0016.html

Ubuntu update for linux - Secunia LG TR Y SECUNIA 33756
Advisories - Vulnerability web.archive.org


https://web.archive.org/web/2008/http://secunia.com/advisories/34981
http://openwall.com/lists/oss-security/2008/12/09/2
http://www.securityfocus.com/archive/1/507985/100/0/threaded
https://web.archive.org/web/2008/http://secunia.com/advisories/33854
https://cve.report/CVE-2008-5700/729c0070
http://www.vupen.com/english/advisories/2009/3316
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.27.y.git;a=commit;h=f2f1fa78a155524b849edf359e42a3001ea652c0
http://support.avaya.com/elmodocs2/security/ASA-2009-114.htm
https://web.archive.org/web/2008/http://secunia.com/advisories/34762
https://bugzilla.redhat.com/show_bug.cgi?id=474495
http://www.ubuntu.com/usn/usn-715-1
https://exchange.xforce.ibmcloud.com/vulnerabilities/47669
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10948
http://www.redhat.com/support/errata/RHSA-2009-0326.html
http://www.debian.org/security/2009/dsa-1787
https://usn.ubuntu.com/714-1/
https://web.archive.org/web/2008/http://secunia.com/advisories/33758
http://www.vmware.com/security/advisories/VMSA-2009-0016.html
https://web.archive.org/web/2008/http://secunia.com/advisories/33756

Intelligence - Secunia.com text/html

Ubuntu update for kernel - >{ SECUNIA 33706
Secunia.com
VMware ESX and vMA Update for ) SECUNIA 37471
Multiple Packages - Secunia

Advisories - Vulnerability
Information - Secunia.com

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.2.27 All All All
System

Operating Linux Linux Kernel 2.4.36 All All All
System

Operating Linux Linux Kernel 2.4.36.1 All All All
System

Operating Linux Linux Kernel 2.4.36.2 All All All
System

Operating Linux Linux Kernel 2.4.36.3 All All All
System

Operating Linux Linux Kernel 2.4.36.4 All All All
System

Operating Linux Linux Kernel 2.4.36.5 All All All
System

Operating Linux Linux Kernel 2.4.36.6 All All All
System

Operating Linux Linux Kernel 2.6 All All All
System

Operating Linux Linux Kernel 2.6.18 All All All
System

Operating Linux Linux Kernel 2.6.18 rci All All
System

Operating Linux Linux Kernel 2.6.18 rc2 All All
System

Operating Linux Linux Kernel 2.6.18 rc3 All All
System

Operating Linux Linux Kernel 2.6.18 rc4 All All
System

Operating Linux Linux Kernel 2.6.18 rcd All All

Quectnm
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akk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.36:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.1:*:* "™
cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:* "

Skkakk ok akak.

cpe:2.3:0:linux:linux_kernel:2.4.36.4 " *:*:
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cpe:2.3:0:linux:linux_kernel:2.4.36.5:*:**:**:*:*:

Skk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.4.36.6:*:**:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.18:™:*: "™

Skk kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc1 "™

Lkak kR ukak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc2:*:*:**:*:*:

LRk kR ok ak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc4:*:***:*:*:

Lk Kk ok kak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc5:*:***:*:*:

Lkak ok akkak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc6:*:*:*:*:*:*:

Lkakakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc7:*:***:*:*:

sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:**:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.5:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.19.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.7:%:*:* "

dkukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.21.5:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.21.6:*:*:*:*:*:*:*:

skukakakkakak.

cpe:2.3:0:linux:linux_kernel:2.6.21.7:%:* "

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.22:*:*:*:*:*:*:*:

Skukakkkakak.

cpe:2.3:0:linux:linux_kernel:2.6.22.1:*:*:*:

akLkLk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.10:*:*:*:*:*:*:*:

ARk koK k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.22.11:*:*:*:**:*:*:



ARk ak kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.22.14:*:*:*:**:*:*:

ARk ak kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.15:* "

akak kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.17:* "

ARk koK KRk,

cpe:2.3:0:linux:linux_kernel:2.6.22.19:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.2:*:*:****:*:

dkak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.21 :*:*:***:*:*:

akak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.22:*:*:**:*:*:*:

Skak ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.22.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.9:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.23.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.23.9:*:*:*:***:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.23_rct:*: x>

ARk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.24:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.24.1:*:* "

Skuk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.24.2:*:*:*:*:**:*:



sk Lk ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.24.3:*:**:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.24.4:*:**:***:*:

Sk Lk k Lk kakak.

cpe:2.3:0:linux:linux_kernel:2.6.24.5:*

cpe:2.3:0:linux:linux_kernel:2.6.24.6:*:*: " "

Sk ok kk ok akak,

cpe:2.3:0:linux:linux_kernel:2.6.24.7:*:**

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.6.24_rc ™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.24_rc4:*:*:*:***::



dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.25.5:*:**:**:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.26:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.6:™:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.7:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.27.1:*:* ™

cpe:2.3:0:linux:linux_kernel:2.6.27.2:*:*:*:*: "

Skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.27.3:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.27.4:*:*:*:***:*:
cpe:2.3:0:linux:linux_kernel:2.6.27.5:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.27.6:*:*:*:*: "

Skuk Kk ukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.27.7:*:* "



cpe:2.3:0:linux:linux_kernel:2.4.36.1:*:* "

cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*: "

Skk ok k Lk akak.

cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:*: """

cpe:2.3:0:linux:linux_kernel:2.4.36.4:*:*: "

cpe:2.3:0:linux:linux_kernel:2.4.36.5:*:*: """

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.36.6:*:*:*:**:*:*:

dkakak kR ok ak.

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.18:*:*:***:*:*:

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.18:rc1:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.5:™:* "™

cpe:2.3:0:linux:linux_kernel:2.6.19.6:™:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.7:%:* "

ARk kK k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.20.18:*:*:*:*:*:*:*:

akLkLk Lk k Kk,

cpe:2.3:0:linux:linux_kernel:2.6.20.19:*:*:*:*:*:*:*:

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.20.21:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.21.5:*:* "

Skk Kk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.21.6:*:*:*:*:*:*:*:

AnntD eaclinniveliniiv barnal:D Q D4 7% Faokakkakok,
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cpe:2.3:0:linux:linux_kernel:2.6.22.1 "

Akak kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.10: "

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.11 "

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.13:**:* "

dkak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.14:*:*:***:*:*:

akak koK ok kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.17:*:*:* "%

Rk KoKk Rk,

cpe:2.3:0:linux:linux_kernel:2.6.22.18:*:*:**:*:*:*:

dkakakakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.22.19:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.9:*:*:*:*:*:*:*:

ARk Lk kLR kK,

cpe:2.3:0:linux:linux_kernel:2.6.23.12:*:*:*:**:*:*:

ARk koK Lk LKk,

cpe:2.3:0:linux:linux_kernel:2.6.23.13:*:*:*:*:*:*:*:

dkLk koK ak Kk,

cpe:2.3:0:linux:linux_kernel:2.6.23.16:*:*:*:*:*:*:*:

AkLakLk kLR LKk,

cpe:2.3:0:linux:linux_kernel:2.6.23.17:*:*:*:**:*:*:

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.23.8:*:*: " ™



cpe:2.3:0:linux:linux_kernel:2.6.23.9:*:**:**:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.23_rct:*:*:*

cpe:2.3:0:linux:linux_kernel:2.6.24.1

Sk ok ak kR akak,

cpe:2.3:0:linux:linux_kernel:2.6.24.2:*:*:*

cpe:2.3:0:linux:linux_kernel:2.6.24.3:*:*: " "

cpe:2.3:0:linux:linux_kernel:2.6.24.4:*:*: "

Sk Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.24.5:*:*:****:*:

cpe:2.3:0:linux:linux_kernel:2.6.24.6:*:*:****:*:

Sk ok akakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.24.7:* "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.24_rct:*: ="

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.24_rc4:*: ="

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.25.15::*:*:**:*:*:

ARk kKK LRk,

cpe:2.3:0:linux:linux_kernel:2.6.25.16::*:*:*:*:*:*:

ARk Lk kKR ok,

cpe:2.3:0:linux:linux_kernel:2.6.25.17:*:*:***:*:*:



dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.25.2:*:**:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.5:*:*:*:*:*:*:*:

skakakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.26.6:*:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:0:linux:linux_kernel:2.6.26.7:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.26.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.27.1:*:* "

Skk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.27.2:*:*:*:***:*:

Skk Lk k Lk akuk.

cpe:2.3:0:linux:linux_kernel:2.6.27.3:" " ™



cpe:2.3:0:linux:linux_kernel:2.6.27.4:*:**:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.27.5:*:*****:*:

cpe:2.3:0:linux:linux_kernel:2.6.27.6:*:*: " ::

cpe:2.3:0:linux:linux_kernel:2.6.27.7:

cpe:2.3:0:linux:linux_kernel:*:*:*: < :*:

No vendor comments have been submitted for this CVE
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