VE-2008-5702
Published on: 12/22/2008 12:00:00 AM UTC
Last Modified on: 03/23/2021 11:25:16 PM UTC

CVE-2008-5702

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUNC CILC/AC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Buffer underflow in the ibwdt_ioctl function in
drivers/watchdog/ib700wdt.c in the Linux kernel before 2.6.28-rc1
might allow local users to have an unknown impact via a certain
/dev/watchdog WDIOC_SETTIMEOUT IOCTL call.

CVE-2008-5702 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

buffer_underflow bug

Access Access Authentication
Vector Complexity
Low (NN |

Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
[security-announce] SUSE 9 SUSE SUSE-SA:2009:010
Security Announcement: Linux
kernel (SUSE-SA:20
oss-security - Re: CVE request: ¢ > MLIST [oss-security] 20081216 Re: CVE request: kernel: watchdog:
kernel: watchdog: ib700wdt.c - ib700wdt.c - buffer_underflow bug
buffer_underflow bug
oss-security - CVE request: kernel: ¢ > MLIST [oss-security] 20081210 CVE request: kernel: watchdog:
watchdog: ib700wdt.c - W ib700wdt.c - buffer_underflow bug
buffer_underflow bug
oss-security - Re: CVE request: ¢ > MLIST [oss-security] 20081217 Re: CVE request: kernel: watchdog:
kernel: watchdog: ib700wdt.c - ib700wdt.c - buffer_underflow bug

Repository / Oval Repository (™ OVAL oval:ora.mitre.oval:def:11344


https://cve.report/
https://cve.report/CVE-2008-5702/mitre
https://cve.report/CVE-2008-5702/nist
https://cve.report/CVE-2008-5702/cve_org
https://cve.report/CVE-2008-5702.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://lists.opensuse.org/opensuse-security-announce/2009-02/msg00003.html
http://openwall.com/lists/oss-security/2008/12/17/6
http://openwall.com/lists/oss-security/2008/12/10/2
http://openwall.com/lists/oss-security/2008/12/17/9
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11344

Security Advisory SA35390 -
SUSE update for kernel - Secunia

Debian update for linux-2.6.24 -
Secunia Advisories - Vulnerability
Information - Secunia.com

No Description Provided

oss-security - Re: CVE request:
kernel: watchdog: ib700wdt.c -
buffer_underflow bug

IBM X-Force Exchange

LKML: Alan Cox: [PATCH 04/19]
ib700wdt: Fix off by one

USN-715-1: Linux kernel
vulnerabilities | Ubuntu

Debian update for linux-2.6 -
Secunia Advisories - Vulnerability
Information - Secunia.com

Red Hat update for kernel -
Secunia.com

404: File not found

[security-announce] SUSE
Security Announcement: Linux
kernel (SUSE-SA:20

Debian -- Security Information --
DSA-1787-1 linux-2.6.24

Debian -- Security Information --
DSA-1794-1 linux-2.6

USN-714-1: Linux kernel
vulnerabilities | Ubuntu security
notices

rhn.redhat.com | Red Hat Support

Ubuntu update for linux - Secunia
Advisories - Vulnerability
Intelligence - Secunia.com

Bug 11399 — (patch
queued)possible buffer underflow
in ib700wdt.c

Ubuntu update for kernel -
Secunia.com

text/html

web.archive.org
text/html

web.archive.org
text/html

git.kernel.org
text/html
Inactive Link™ Not Archived

openwall.com
text/html

exchange.xforce.ibmcloud.com
text/html

text/xml

text/html

web.archive.org
text/html

web.archive.org
text/html

www.kernel.org
text/plain
Inactive Link Not Archived

lists.opensuse.org
text/html

www.debian.org
Depreciated Link
text/html

www.debian.org

Depreciated Link
text/html

text/html

www.redhat.com
text/html

web.archive.org
text/html

bugzilla.kernel.org
text/htm

web.archive.org
text/html

»{ SECUNIA 35390

){ SECUNIA 34981

() CONFIRM git.kernel.org/?p=linux/kernel/git/stable/linux-
2.6.27.y.git;a=commit;h=7c2500f17d65092d93345f3996cf82ebcal7e9ff

¢ > MLIST [oss-security] 20081217 Re: CVE request: kernel: watchdog:
ib700wdt.c - buffer_underflow bug

€ XF linux-kernel-ibwdtioctl-unknown(47667)
L¥ MLIST [linux-kernel] 20081005 [PATCH 04/19] ib700wdt: Fix off by
one

@® UBUNTU USN-715-1

){ SECUNIA 35011

»{ SECUNIA 33556

A CONFIRM www.kernel.org/pub/linux/kernel/v2.6/testing/Changelog-

2.6.28-rcl1

9 SUSE SUSE-SA:2009:030

(@ DEBIAN DSA-1787

(© DEBIAN DSA-1794

@® UBUNTU USN-714-1

& REDHAT RHSA-2009:0014

) SECUNIA 33756

CONFIRM bugzilla.kernel.org/show_bug.cgi?id=11399

»{ SECUNIA 33706

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that


https://web.archive.org/web/2008/http://secunia.com/advisories/35390
https://web.archive.org/web/2008/http://secunia.com/advisories/34981
http://git.kernel.org/?p=linux/kernel/git/stable/linux-2.6.27.y.git;a=commit;h=7c2500f17d65092d93345f3996cf82ebca17e9ff
http://openwall.com/lists/oss-security/2008/12/17/20
https://exchange.xforce.ibmcloud.com/vulnerabilities/47667
http://lkml.org/lkml/2008/10/5/173
http://www.ubuntu.com/usn/usn-715-1
https://web.archive.org/web/2008/http://secunia.com/advisories/35011
https://web.archive.org/web/2008/http://secunia.com/advisories/33556
https://cve.report/CVE-2008-5702/9bbd30e6
http://lists.opensuse.org/opensuse-security-announce/2009-06/msg00000.html
http://www.debian.org/security/2009/dsa-1787
http://www.debian.org/security/2009/dsa-1794
https://usn.ubuntu.com/714-1/
http://www.redhat.com/support/errata/RHSA-2009-0014.html
https://web.archive.org/web/2008/http://secunia.com/advisories/33756
http://bugzilla.kernel.org/show_bug.cgi?id=11399
https://web.archive.org/web/2008/http://secunia.com/advisories/33706

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.2.27 All All All
System

Operating Linux Linux Kernel 2.4.36 All All All
System

Operating Linux Linux Kernel 2.4.36.1 All All All
System

Operating Linux Linux Kernel 2.4.36.2 All All All
System

Operating Linux Linux Kernel 2.4.36.3 All All All
System

Operating Linux Linux Kernel 2.4.36.4 All All All
System

Operating Linux Linux Kernel 2.4.36.5 All All All
System

Operating Linux Linux Kernel 2.4.36.6 All All All
System

Operating Linux Linux Kernel 2.6 All All All
System

Operating Linux Linux Kernel 2.6.18 All All All
System

Operating Linux Linux Kernel 2.6.18 rci All All
System

Operating Linux Linux Kernel 2.6.18 rc2 All All
System

Operating Linux Linux Kernel 2.6.18 rc3 All All
System

Operating Linux Linux Kernel 2.6.18 rc4 All All
System

Operating Linux Linux Kernel 2.6.18 rcd All All
System

Operating Linux Linux Kernel 2.6.18 rcé All All
System

Operating Linux Linux Kernel 2.6.18 rc7 All All
System

Operating Linux Linux Kernel 2.6.19.4 All All All
System

Oneratina lintx l intix Kernel 26195 All All All
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Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.2.27:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.36:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.1 " "
cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.36.5:*:*:* "
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cpe:2.3:0:linux:linux_kernel:2.4.36.6:":*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:*:*:*::

dkkakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc3:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc4:*:*:*:*:*:*:

Skukakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc5:*:*:*:*:*:*:

dkukakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.18:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:**:***:*:

dkk Kk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.19.5:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.19.6:*:**:**:*:*:

Skuk ok uk ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.19.7:* " :*:

kKR ok akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.20.19:*:*:*:*:*:*:*:

Akak kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.20.20:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.21.5:

Skak ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.21.6:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.21.7:* 7

Kk kKK oKk,

cpe:2.3:0:linux:linux_kernel:2.6.22:*:*:***:*:*:

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.22.1 " "

dkak koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.10:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.22.2:*:*:*:*:*:*:*:

akakLk ok Lk Kk,

cpe:2.3:0:linux:linux_kernel:2.6.22.20::*:*:*:*:*:*:

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.21 :*:*:*:**:*:*:

akLk Lk ok Lk ukk,

cpe:2.3:0:linux:linux_kernel:2.6.22.22::*:*:*:*:*:*:

Skkakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.22.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.22.9:*:*:*:**:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.22_rct:*:*:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.22_rc7:*:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.23:*:*:**:**:*:

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.23.11:*:*:*:**:*:*:

akakLk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.23.12:*:*:*:*:*:*:*:

ARk koK akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.23.13:* "

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.23.15:* "

dkak kKK Rk,

cpe:2.3:0:linux:linux_kernel:2.6.23.17:* "
cpe:2.3:0:linux:linux_kernel:2.6.23.8:*:*:*:***:™:
cpe:2.3:0:linux:linux_kernel:2.6.23.9:*:*: " :*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.23_rc1 " "

cpe:2.3:0:linux:linux_kernel:2.6.24.1 % "

cpe:2.3:0:linux:linux_kernel:2.6.24.2:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.24.3:*:*:* "



cpe:2.3:0:linux:linux_kernel:2.6.24.4:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.24.5:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.24.6:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.24.7:%:*:* "

akLk LKLk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.24_rc5:*:*: "

Ak kLKL KKK,

cpe:2.3:0:linux:linux_kernel:2.6.25:*:*:**:**:*:

akLk kKK,

cpe:2.3:0:linux:linux_kernel:2.6.25:*:x86_64:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.25.1:*:* ™

akakak oKk ak k.

cpe:2.3:0:linux:linux_kernel:2.6.25.13:**:*:*:*:*:*:

ARk kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.25.14:* "

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.25.15:* "

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.6.25.17:* "

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.25.2:*:*:***:*:*:

cne? 3:atlinuxliniix kernal:2 6 25 R-*-x-*-% %%,



e e e s b e iaee s s s s s e

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.26:*:*:*:*:*:*:*:

Skk Kk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.26.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.2:*:*:*:*:*:*:*:

Skuk Lk uk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.6.26.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.5:*:**:*:*:*:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.2.27:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.36:*:*: "™

cpe:2.3:0:linux:linux_kernel:2.4.36.1 "
cpe:2.3:0:linux:linux_kernel:2.4.36.2:*:*: "
cpe:2.3:0:linux:linux_kernel:2.4.36.3:*:*: """
cpe:2.3:0:linux:linux_kernel:2.4.36.4:*:*: "
cpe:2.3:0:linux:linux_kernel:2.4.36.5:*:* """

cpe:2.3:0:linux:linux_kernel:2.4.36.6:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6:*:*:*:**:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.19.4:*:*:*:* "™

skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.19.5:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.19.6:*:*:*:*:*:*:*:

Skukakukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.19.7:%:* ™

AkLkk ok ak LRk,

cpe:2.3:0:linux:linux_kernel:2.6.20.19:*: """

AkLakLk kR LRk,

cpe:2.3:0:linux:linux_kernel:2.6.20.20::*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.21.5:*:*****:*:

dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.21.6:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.21.7:*:*****:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.22:*:*:*:**:*:*:

dkk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.22.1

ARk kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.22.10:* "

dkak koK ok kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.12:*:*:***:*:*:

Ak kR kR kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.13:*:*:***:*:*:

dkakak ok ak kK,

cpe:2.3:0:linux:linux_kernel:2.6.22.14:*:*:***:*:*:

kKK ok ak Rk,

cpe:2.3:0:linux:linux_kernel:2.6.22.15:*:*:***:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.22.8:*:*:*:*:*:*:*:

skakakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.22.9:*:*:*:*:*:*:*:

ARk LKk LKLk LK,

cpe:2.3:0:linux:linux_kernel:2.6.22_rct:*** "

ARk LKLk LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.22_rc7:*:*: "

ARk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.23.10:*:*:*:*:*:*:*:

ARk kKR LKk,

cpe:2.3:0:linux:linux_kernel:2.6.23.11:*:*:*:**:*:*:

ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.23.13:*:*:*:*:*:*:*:

ARk Lk ok akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.23.15:*:*:*:*:*:*:*:

Akakk ok akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.23.16:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.23.8:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.23.9:* " ™

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.24:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.24.1 7

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.24.2:*:*:****:*:
cpe:2.3:0:linux:linux_kernel:2.6.24.3:*:*: " :*:
cpe:2.3:0:linux:linux_kernel:2.6.24.4:*:***
cpe:2.3:0:linux:linux_kernel:2.6.24.5:* """

cpe:2.3:0:linux:linux_kernel:2.6.24.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.24.7:%:* "



ARk kKR kK,

cpe:2.3:0:linux:linux_kernel:2.6.25.13:*: """

AkLakLk kR kK,

cpe:2.3:0:linux:linux_kernel:2.6.25.14:*:*:*:**:*:*:

ARk Lk kR LRk,

cpe:2.3:0:linux:linux_kernel:2.6.25.15:*:*:*:*:*:*:*:

AkakLk kR kK,

cpe:2.3:0:linux:linux_kernel:2.6.25.17:*:*:*:*:*:*:*:

Skk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.25.2:*:*: " "

cpe:2.3:0:linux:linux_kernel:2.6.25.7:*:* "



cpe:2.3:0:linux:linux_kernel:2.6.26.1:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.4:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.26.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:*:*:**:***:*:

No vendor comments have been submitted for this CVE
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