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Summary

CVE CVE-2008-5714

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-24 18:29:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description Off-by-one error in monitor.c in Qemu 0.9.1 might make it easier for remote attackers to guess the VNC password, which is limited to seven characters where eight was intended.

Risk And Classification

Problem Types: CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Qemu Qemu 0.9.1 All All All

Application Qemu Qemu 0.9.1 All All All

References

Reference Source Link

[Qemu-devel] Re: [RESEND] [PATCH v2] Fix off-by-one bug limiting VNC pas MLIST lists.gnu.org

[Qemu-devel] [PATCH] Fix off-by-one bug limiting VNC passwords to 7 char MLIST lists.gnu.org

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

[qemu] Revision 5966 CONFIRM svn.savannah.gnu.org

[qemu] Diff of /trunk/monitor.c CONFIRM svn.savannah.gnu.org

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:002 SUSE lists.opensuse.org

Ubuntu update for kvm - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

SUSE Update for Multiple Packages - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

504 Gateway Time-out BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

USN-776-1: KVM vulnerabilities | Ubuntu UBUNTU www.ubuntu.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:008 SUSE lists.opensuse.org
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-02-26 Joshua Bressers Not vulnerable. This issue did not affect the versions of Xen as shipped with Red Hat Enterprise Linux 5.

There are currently no legacy QID mappings associated with this CVE.
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