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Summary

CVE CVE-2008-5747

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2008-12-29 15:24:00 UTC

Updated 2018-10-11 20:56:00 UTC

Description F-Prot 4.6.8 for GNU/Linux allows remote attackers to bypass anti-virus protection via a crafted ELF program with a "corrupted" header that still allows the program to be executed. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application F-prot F-prot Antivirus 4.6.8 All linux All

Application F-prot F-prot Antivirus 4.6.8 All linux All

References

Reference Source Link Tags

www.ivizsecurity.com/security-advisory-iviz-sr-08016.html MISC www.ivizsecurity.com

SecurityFocus BUGTRAQ www.securityfocus.com

F-Secure f-prot Antivirus for Linux corrupted ELF header Security Bypass - CXSecurity.com SREASON securityreason.com

Gentoo f-prot Corrupt ELF Headers Denial of Service - Secunia.com SECUNIA secunia.com

Gentoo Linux Documentation -- F-PROT Antivirus: Multiple Denial of Service vulnerabilities GENTOO security.gentoo.org

SecurityFocus BUGTRAQ www.securityfocus.com

F-PROT Antivirus for Linux ELF File Scanning Denial of Service Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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http://securityreason.com/securityalert/4822
http://secunia.com/advisories/34700
http://security.gentoo.org/glsa/glsa-200904-14.xml
http://www.securityfocus.com/archive/1/499305/100/0/threaded
http://www.securityfocus.com/bid/32753
http://www.securityfocus.com/archive/1/499083
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https://nvd.nist.gov/vuln/detail/CVE-2008-5747


There are currently no legacy QID mappings associated with this CVE.
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