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Summary

CVE CVE-2008-5826

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-02 19:30:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description The Nokia 6131 Near Field Communication (NFC) phone with 05.12 firmware allows remote attackers to cause a denial of service (device crash) via (1) a large value in the payload length field in an NDEF record, or a certain length for a (2) tel: or (3) sms: NDEF URI.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nokia 6131 Nfc 05.12 All All All

Hardware Nokia 6131 Nfc 05.12 All All All

References

Reference Source Link Tags

www.mulliner.org/nfc/feed/collin_mulliner_eusecwest08_attacking_nfc_phones.pdf MISC www.mulliner.org

20080816 Nokia 6131 NFC URI/URL Spoofing and DoS Advisory FULLDISC archives.neohapsis.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

25C3: Attacking NFC mobile phones MISC events.ccc.de Exploit

www.mulliner.org/security/advisories/nokia6131nfc_uri_spoofing_and_dos_advisor... MISC www.mulliner.org Exploit

Nokia 6131 Multiple Vulnerabilities BID www.securityfocus.com

20080816 Nokia 6131 NFC URI/URL Spoofing and DoS Advisory BUGTRAQ archives.neohapsis.com

www.mulliner.org/nfc/feed/collin_mulliner_25c3_attacking_nfc_phones.pdf MISC www.mulliner.org

events.ccc.de/congress/2008/Fahrplan/attachments/1109_collin_mulliner_eusec... MISC events.ccc.de Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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