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CVE CVE-2008-5849
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-06 17:30:00 UTC
Updated 2017-08-08 01:33:00 UTC
Description Check Point VPN-1 R55, R65, and other versions, when Port Address Translation (PAT) is used, allows remote attackers tc
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Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Checkpoint Vpn-1 r55 All All All

Application Checkpoint Vpn-1 r65 All All All

Application Checkpoint Vpn-1 r55 All All All

Application Checkpoint Vpn-1 r65 All All All
References

Reference Source Link

Checkpoint VPN-1 Information Disclosure Vulnerability - Secunia.com SECUNIA  secunia.com

Portcullis - Checkpoint VPN-1 PAT information disclosure. MISC www.portcullis-security.com

svn.wald.intevation.org/svn/openvas/trunk/openvas-plugins/scripts/checkpoint-vpni-pat... MISC svn.wald.intevation.org

Check Point response to "VPN-1 PAT information disclosure" vulnerability (CVE-2008-5849) CONFIRM  supportcenter.checkpoint.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Check Point VPN-1 Port Address Translation Information Disclosure Weakness BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://cve.report/
https://cve.report/CVE-2008-5849/mitre
https://cve.report/CVE-2008-5849/nist
https://cve.report/CVE-2008-5849/cve_org
https://cve.report/CVE-2008-5849.pdf
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://secunia.com/advisories/32728
http://www.portcullis-security.com/293.php
https://svn.wald.intevation.org/svn/openvas/trunk/openvas-plugins/scripts/checkpoint-vpn1-pat-information-disclosure.nasl
https://supportcenter.checkpoint.com/supportcenter/portal?eventSubmit_doGoviewsolutiondetails=&solutionid=sk36321
https://exchange.xforce.ibmcloud.com/vulnerabilities/46645
http://www.vupen.com/english/advisories/2008/3229
http://www.securityfocus.com/bid/32306
https://www.cve.org/CVERecord?id=CVE-2008-5849
https://nvd.nist.gov/vuln/detail/CVE-2008-5849

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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