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Summary

CVE CVE-2008-5882

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-09 18:30:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description SQL injection vulnerability in login.asp in Citrix Application Gateway - Broadcast Server (BCS) before 6.1, as used by Avaya AG250 - Broadcast Server before 2.0 and possibly other products, allows remote attackers to execute arbitrary SQL commands via the txtUID parameter.

Risk And Classification

Problem Types: CWE-89

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Avaya Ag250 2.0 All All All

Hardware Avaya Ag250 2.0 All All All

Application Avaya Broadcast Server All All All All

Hardware Citrix Application Gateway For Avaya - All All All

Hardware Citrix Application Gateway For Avaya - All All All

Application Citrix Broadcast Server All All cisco All

References

Reference Source

Citrix Broadcast Server 'login.asp' SQL Injection Vulnerability BID

DDIVRT-2008-16 Citrix Broadcast Server 6.0 login.asp SQL Injection - CXSecurity.com SREASON

About Secunia Research | Flexera SECUNIA

SecurityFocus BUGTRAQ

CTX119315 - Vulnerability in Citrix Broadcast Server could result in SQL injection - Citrix Knowledge Center CONFIRM

Citrix Application Gateway Broadcast Server Input Validation Flaw Lets Remote Users Inject SQL Commands - SecurityTracker SECTRACK

CVE Program record CVE.ORG

NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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