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Summary

CVE CVE-2008-5912

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-20 16:30:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description An unspecified function in the JavaScript implementation in Microsoft Internet Explorer creates and exposes a "temporary footprint" when there is a current login to a web site, which makes it easier for remote attackers to trick a user into acting upon a spoofed pop-up message, aka an "in-session phishing attack." NOTE: as of 20090116, the only disclosure is a vague pre-advisory with no actionable information. However, because it is from a well-known researcher, it is being assigned a CVE identifier for tracking purposes.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Explorer All All All All

Application Microsoft Internet Explorer All All All All

References

Reference Source Link

Multiple Browser JavaScript Engine 'Math.Random()' Cross Domain Information Disclosure Vulnerability BID www.securityfocus.com

IBM Security Trusteer Fraud Protection Software | IBM MISC www.trusteer.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

New in-session phishing attack could fool experienced users MISC arstechnica.com

www.darkreading.com/security/attacks/showArticle.jhtml MISC www.darkreading.com

Browser bug could allow phishing without e-mail | InfoWorld | News | 2009-01-13 | By Robert McMillan, IDG News Service MISC www.infoworld.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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