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Summary

CVE CVE-2008-5984

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-28 11:30:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description Untrusted search path vulnerability in the Python plugin in Dia 0.96.1, and possibly other versions, allows local users to execute arbitrary code via a Trojan horse Python file in the current working directory, related to a vulnerability in the PySys_SetArgv function (CVE-2008-5983).

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dia Dia 0.96.1 All All All

Application Dia Dia 0.96.1 All All All

References

Reference

Support / Security / Advisories / / MDVSA-2009:046 | Mandriva

[SECURITY] Fedora 9 Update: dia-0.96.1-7.fc9

IBM X-Force Exchange

oss-security - CVE request -- Python < 2.6 PySys_SetArgv issues (epiphany, csound, dia, eog, gedit, xchat, vim, nautilus-python, Gnumeric)

Dia 'PySys_SetArgv' Remote Command Execution Vulnerability

Dia Insecure Python Module Search Path Vulnerability - Advisories - Community

#504251 - dia: Python scripts load modules from current directory - Debian Bug report logs

Support / Security / Advisories / / MDVSA-2009:040 | Mandriva

Bug 481551 – CVE-2008-5984 dia: untrusted python modules search path

Fedora update for dia - Secunia.com
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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