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Summary

CVE CVE-2008-6000

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-28 15:30:00 UTC

Updated 2017-08-08 01:33:00 UTC

Description The GDTdiIcpt.sys driver in G DATA AntiVirus 2008, InternetSecurity 2008, and TotalCare 2008 populates kernel registers with IOCTL 0x8317001c input values, which allows local users to cause a denial of service (system crash) or gain privileges via a crafted IOCTL request, as demonstrated by execution of the KeSetEvent function with modified register contents.

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Gdata Antivirus 2008 All All All All

Application Gdata Antivirus 2008 All All All All

Application Gdata Internetsecurity 2008 All All All All

Application Gdata Internetsecurity 2008 All All All All

Application Gdata Totalcare 2008 All All All All

Application Gdata Totalcare 2008 All All All All

References

Reference Source

G DATA Products GDTdiIcpt.sys Privilege Escalation Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

G DATA InternetSecurity/AntiVirus/TotalCare 2008 'GDTdiIcpt.sys' Memory Corruption Vulnerability BID

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

trapkit.de/advisories/TKADV2008-008.txt MISC

IBM X-Force Exchange XF
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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