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Summary

CVE CVE-2008-6065

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-05 02:30:00 UTC

Updated 2018-10-30 16:25:00 UTC

Description Oracle Database Server 10.1, 10.2, and 11g grants directory WRITE permissions for arbitrary pathnames that are aliased in a CREATE OR REPLACE DIRECTORY statement, which allows remote authenticated users with CREATE ANY DIRECTORY privileges to gain SYSDBA privileges by aliasing the pathname of the password directory, and then overwriting the password file through UTL_FILE operations, a related issue to CVE-2006-7141.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Database Server 10.1 All All All

Application Oracle Database Server 10.2 All All All

Application Oracle Database Server 11 All All All

Application Oracle Database Server 10.1 All All All

Application Oracle Database Server 10.2 All All All

Application Oracle Database Server 11 All All All

References

Reference Source Link

ORACLE FORENSICS by Paul M. Wright ~ Database Security in London » CREATE ANY DIRECTORY to SYSDBA MISC www.oracleforensics.com

31738 BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

404 Not Found MISC www.oracleforensics.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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https://exchange.xforce.ibmcloud.com/vulnerabilities/48814
http://www.oracleforensics.com/wordpress/wp-content/uploads/2008/10/create-any-directory-to-sysdba.pdf
https://www.cve.org/CVERecord?id=CVE-2008-6065
https://nvd.nist.gov/vuln/detail/CVE-2008-6065


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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