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Summary

CVE CVE-2008-6096

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-09 17:30:00 UTC

Updated 2011-03-08 03:15:00 UTC

Description Cross-site scripting (XSS) vulnerability in Juniper NetScreen ScreenOS before 5.4r10, 6.0r6, and 6.1r2 allows remote attackers to inject arbitrary web script or HTML via the user name parameter to the (1) web interface login page or the (2) telnet login page.

Risk And Classification

Problem Types: CWE-79

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Juniper Netscreen Screenos 1.6.0 All All All

Operating System Juniper Netscreen Screenos 2.0.0 All All All

Operating System Juniper Netscreen Screenos 2.5.0 All All All

Operating System Juniper Netscreen Screenos 2.6.0 All All All

Operating System Juniper Netscreen Screenos 2.6.1 All All All

Operating System Juniper Netscreen Screenos 2.6.1r1 All All All

Operating System Juniper Netscreen Screenos 2.6.1r10 All All All

Operating System Juniper Netscreen Screenos 2.6.1r11 All All All

Operating System Juniper Netscreen Screenos 2.6.1r12 All All All

Operating System Juniper Netscreen Screenos 2.6.1r2 All All All

Operating System Juniper Netscreen Screenos 2.6.1r3 All All All

Operating System Juniper Netscreen Screenos 2.6.1r4 All All All

Operating System Juniper Netscreen Screenos 2.6.1r5 All All All

Operating System Juniper Netscreen Screenos 2.6.1r6 All All All

Operating System Juniper Netscreen Screenos 2.6.1r7 All All All

Operating System Juniper Netscreen Screenos 2.6.1r8 All All All

Operating System Juniper Netscreen Screenos 2.6.1r9 All All All
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Operating System Juniper Netscreen Screenos 2.7.1r3 All All All
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Operating System Juniper Netscreen Screenos 3.0.0r2 All All All

Operating System Juniper Netscreen Screenos 3.0.0r3 All All All

Operating System Juniper Netscreen Screenos 3.0.0r4 All All All

Operating System Juniper Netscreen Screenos 3.0.1 All All All

Operating System Juniper Netscreen Screenos 3.0.1r1 All All All

Operating System Juniper Netscreen Screenos 3.0.1r2 All All All

Operating System Juniper Netscreen Screenos 3.0.1r3 All All All

Operating System Juniper Netscreen Screenos 3.0.1r4 All All All

Operating System Juniper Netscreen Screenos 3.0.1r5 All All All

Operating System Juniper Netscreen Screenos 3.0.1r6 All All All

Operating System Juniper Netscreen Screenos 3.0.1r7 All All All
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