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CVE CVE-2008-6107
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-02-10 22:00:00 UTC
Updated 2017-08-08 01:33:00 UTC
Description The (1) sys32_mremap function in arch/sparc64/kernel/sys_sparc32.c, the (2) sparc_mmap_check function in arch/sparc/k¢

/ ]
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Linux Linux Kernel 2.2.27 All All All
Operating System Linux Linux Kernel 2.4.36 All All All
Operating System Linux Linux Kernel 2.4.36.1 All All All
Operating System Linux Linux Kernel 2.4.36.2 All All All
Operating System Linux Linux Kernel 2.4.36.3 All All All
Operating System Linux Linux Kernel 2.4.36.4 All All All
Operating System Linux Linux Kernel 2.4.36.5 All All All
Operating System Linux Linux Kernel 2.4.36.6 All All All
Operating System Linux Linux Kernel 2.6 All All All
Operating System Linux Linux Kernel 2.6.0 All All All
Operating System Linux Linux Kernel 2.6.1 All All All
Operating System Linux Linux Kernel 2.6.10 All All All
Operating System Linux Linux Kernel 2.6.11 All All All
Operating System Linux Linux Kernel 2.6.11.1 All All All
Operating System Linux Linux Kernel 2.6.11.10 All All All
Operating System Linux Linux Kernel 2.6.11.11 All All All
Operating System Linux Linux Kernel 2.6.11.12 All All All
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Reference Source
'[patch 25/37] sparc: Fix mremap address range validation.' - MARC MLIST
IBM X-Force Exchange XF

Linux Kernel SPARC Architecture Re-Mapped Virtual Address Validation Bug Lets Local Users Crash the System - SecurityTracker SECTR

Linux Kernel Unspecified Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUN
Linux Kernel SPARC 'mremap()' Multiple Denial Of Service Vulnerabilities BID
USN-751-1: Linux kernel vulnerabilities | Ubuntu UBUNT
Webmail - OVH VUPEN
404: File not found CONFIt
CVE Program record CVE.Ot
NVD vulnerability detail NVD

/ |

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-02-12 Mark J Cox  Not vulnerable. Red Hat Enterprise Linux 2.1, 3, 4, and 5 do not ship for the SPARC architecture
i)

/

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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http://www.securityfocus.com/bid/33836
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http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.25.4
https://www.cve.org/CVERecord?id=CVE-2008-6107
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