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Eval injection vulnerability in reserve.php in phpSchedulelt 1.2.10 and earlier, when magic_quotes_gpc is disabled, allows r
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Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Brickhost Phpscheduleit 1.0 All All All
Brickhost Phpscheduleit 1.0.0rc1 All All All
Brickhost Phpscheduleit 1.0_rc1 All All All
Brickhost Phpscheduleit 1.2.0 All All All
Brickhost Phpscheduleit 1.2.0 beta All All
Brickhost Phpscheduleit 1.2.0 rci All All
Brickhost Phpscheduleit 1.2.1 All All All
Brickhost Phpscheduleit 1.2.2 All All All
Brickhost Phpscheduleit 1.2.3 All All All
Brickhost Phpscheduleit 1.2.4 All All All
Brickhost Phpscheduleit 1.25 All All All
Brickhost Phpscheduleit 1.2.6 All All All
Brickhost Phpscheduleit 1.2.7 All All All
Brickhost Phpscheduleit 1.2.8 All All All
Brickhost Phpscheduleit 1.2.9 All All All
Brickhost Phpscheduleit 1.0 All All All
Brickhost Phpscheduleit 1.0.0rct All All All
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Application Brickhost Phpscheduleit 1.0_rct All All All

Application Brickhost Phpscheduleit 1.2.0 All All All

Application Brickhost Phpscheduleit 1.2.0 beta All All

Application Brickhost Phpscheduleit 1.2.0 rci All All

Application Brickhost Phpscheduleit 1.21 All All All

Application Brickhost Phpscheduleit 1.2.2 All All All

Application Brickhost Phpscheduleit 1.2.3 All All All

Application Brickhost Phpscheduleit 1.2.4 All All All

Application Brickhost Phpscheduleit 1.25 All All All

Application Brickhost Phpscheduleit 1.2.6 All All All

Application Brickhost Phpscheduleit 1.2.7 All All All

Application Brickhost Phpscheduleit 1.2.8 All All All

Application Brickhost Phpscheduleit 1.2.9 All All All

Application Brickhost Phpscheduleit All All All All

Reference Source Link

IBM X-Force Exchange XF exchange.
phpSchedulelt PHP reserve.php start_date Parameter Arbitrary Code Injection EXPLOIT-DB  www.explc
phpSchedulelt <= 1.2.10 (reserve.php) Remote Code Execution Exploit EXPLOIT-DB  www.explc
phpSchedulelt 'reserve.php' Remote Code Execution Vulnerability BID WWW.Secu
phpSchedulelt PHP "eval()" Injection Vulnerability - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA secunia.cc
48797 OSVDB www.osvd
SourceForge.net: phpSchedulelt: Files CONFIRM sourceforg
404 Not Found CONFIRM phpschedt
CVE Program record CVE.ORG WWW.Cve.
NVD vulnerability detail NVD nvd.nist.gc
4

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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