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Summary

CVE CVE-2008-6478

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-16 19:30:00 UTC

Updated 2018-10-11 20:57:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in the file manager in the VZPP web interface for Parallels Virtuozzo 365.6.swsoft (build 4.0.0-365.6.swsoft) and 25.4.swsoft (build 3.0.0-25.4.swsoft) allows remote attackers to create and delete arbitrary files as the administrator via a link or IMG tag to (1) create-file and (2) list-control in vz/cp/vzdir/infrman/envs/files/; or modify system configuration via the path parameter to vz/cp/vzdir/infrman/envs/files/index.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Parallels Virtuozzo Containers 3.0.0-25.4.swsoft All All All

Application Parallels Virtuozzo Containers 4.0.0-365.6.swsoft All All All

Application Parallels Virtuozzo Containers 3.0.0-25.4.swsoft All All All

Application Parallels Virtuozzo Containers 4.0.0-365.6.swsoft All All All

References

Reference Source Link

px.dynalias.org/files/virtuozzo_overwrite.html.txt MISC px.dynalias.org

Parallels Virtuozzo Containers VZPP Interface File Manger Cross-Site Request Forgery Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Parallels Power Panel Cross-Site Request Forgeries - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

44395 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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