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Summary

CVE CVE-2008-6505

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-23 14:19:00 UTC

Updated 2009-08-19 05:23:00 UTC

Description Multiple directory traversal vulnerabilities in Apache Struts 2.0.x before 2.0.12 and 2.1.x before 2.1.3 allow remote attackers to read arbitrary files via a ..%252f (encoded dot dot slash) in a URI with a /struts/ path, related to (1) FilterDispatcher in 2.0.x and (2) DefaultStaticContentLoader in 2.1.x.

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Apache Struts 2.0.11 All All All

Application Apache Struts 2.0.11.1 All All All

Application Apache Struts 2.0.11.2 All All All

Application Apache Struts 2.0.6 All All All

Application Apache Struts 2.0.8 All All All

Application Apache Struts 2.0.9 All All All

Application Apache Struts 2.1.2_beta All All All

Application Apache Struts 2.0.11 All All All

Application Apache Struts 2.0.11.1 All All All

Application Apache Struts 2.0.11.2 All All All

Application Apache Struts 2.0.6 All All All

Application Apache Struts 2.0.8 All All All

Application Apache Struts 2.0.9 All All All

Application Apache Struts 2.1.2_beta All All All
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404 Not Found CONFIRM issues.apache.org

Apache Struts Security Bypass and Directory Traversal - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

S2-004 CONFIRM struts.apache.org

49734 OSVDB osvdb.org

49733 OSVDB osvdb.org

Struts Multiple Directory Traversal Vulnerabilities BID www.securityfocus.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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