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PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2009-03-23 20:00:00 UTC

2018-10-11 20:57:00 UTC

Directory traversal vulnerability in the AuthCheck filter in the Admin Console in Openfire 3.6.0a and earlier allows remote at

| 1|

Risk And Classification

Problem Types: CWE-22

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Igniterealtime Openfire 2.6.0 All All All
Igniterealtime Openfire 2.6.1 All All All
Igniterealtime Openfire 2.6.2 All All All
Igniterealtime Openfire 3.0.0 All All All
Igniterealtime Openfire 3.0.1 All All All
Igniterealtime Openfire 3.1.0 All All All
Igniterealtime Openfire 3.1.1 All All All
Igniterealtime Openfire 3.2.0 All All All
Igniterealtime Openfire 3.2.1 All All All
Igniterealtime Openfire 3.2.2 All All All
Igniterealtime Openfire 3.2.3 All All All
Igniterealtime Openfire 3.24 All All All
Igniterealtime Openfire 3.3.0 All All All
Igniterealtime Openfire 3.3.2 All All All
Igniterealtime Openfire 3.3.3 All All All
Igniterealtime Openfire 3.4.0 All All All
Igniterealtime Openfire 3.41 All All All
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Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN wy
SecurityFocus BUGTRAQ wy
Openfire Multiple Input Validation Vulnerabilities BID wy
[#JM-1489] Authentication bypass allowing arbitrary code execution - Jive Software Open Source CONFIRM wy
IBM X-Force Exchange XF ex
Andreas Kurtz » Blog Archiv » Openfire: Multiple Critical Vulnerabilities MISC wv
Openfire Server <= 3.6.0a (Auth Bypass/SQL/XSS) Multiple Vulnerabilities EXPLOIT-DB  wv
Openfire Changelog CONFIRM wv

Openfire "AuthCheck" Filter Security Bypass Vulnerability - Secunia Advisories - Vulnerability Information - Secunia.com  SECUNIA sel

404 Page not found | Dr. Andreas Kurtz MISC wv
CVE Program record CVE.ORG wy
NVD vulnerability detail NVD nvi

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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