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CVE CVE-2008-6512
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-24 14:30:00 UTC
Updated 2017-08-17 01:29:00 UTC
Description Cross-domain vulnerability in the WorkerPool API in Google Gears before 0.5.4.2 allows remote attackers to bypass the Sa
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Gears 0.1 All All All

Application Google Gears 0.2 All All All

Application Google Gears 0.3 All All All

Application Google Gears 0.4 All All All

Application Google Gears All All All All

Application Google Gears 0.1 All All All

Application Google Gears 0.2 All All All

Application Google Gears 0.3 All All All

Application Google Gears 0.4 All All All

References

Reference Source Link

Google Gears WorkerPool API 'allowCrossOrigin()' Same Origin Policy Violation Vulnerability BID www.securityfoci
IBM X-Force Exchange XF exchange.xforce

Google Gears Cross-Site Scripting Weakness - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA  secunia.com
WorkerPool API - Gears API - Google Code CONFIRM  code.google.con

IBM Rational Application Security Insider: Breaking Google Gears' Cross-Origin Communication Model MISC blog.watchfire.cc
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[Full-disclosure] Breaking Google Gears' Cross-Origin Communication Model FULLDISC lists.grok.org.uk

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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