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Summary

CVE CVE-2008-6540

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-30 01:30:00 UTC

Updated 2018-10-11 20:57:00 UTC

Description DotNetNuke before 4.8.2, during installation or upgrade, does not warn the administrator when the default (1) ValidationKey and (2) DecryptionKey values cannot be modified in the web.config file, which allows remote attackers to bypass intended access restrictions by using the default keys.

Risk And Classification

Problem Types: CWE-264

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Dotnetnuke Dotnetnuke 1.0.10d All All All

Application Dotnetnuke Dotnetnuke 1.0.10e All All All

Application Dotnetnuke Dotnetnuke 1.0.6 All All All

Application Dotnetnuke Dotnetnuke 1.0.7 All All All

Application Dotnetnuke Dotnetnuke 1.0.8 All All All

Application Dotnetnuke Dotnetnuke 1.0.9 All All All

Application Dotnetnuke Dotnetnuke 2.1.1 All All All

Application Dotnetnuke Dotnetnuke 2.1.2 All All All

Application Dotnetnuke Dotnetnuke 3.0.11 All All All

Application Dotnetnuke Dotnetnuke 3.0.7 All All All

Application Dotnetnuke Dotnetnuke 3.0.8 All All All

Application Dotnetnuke Dotnetnuke 3.1.0 All All All

Application Dotnetnuke Dotnetnuke 3.3.5 All All All

Application Dotnetnuke Dotnetnuke 4.0 All All All

Application Dotnetnuke Dotnetnuke 4.3.5 All All All

Application Dotnetnuke Dotnetnuke 4.5.2 All All All

Application Dotnetnuke Dotnetnuke 1.0.10d All All All
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Application Dotnetnuke Dotnetnuke 1.0.10d All All All

Application Dotnetnuke Dotnetnuke 1.0.10e All All All

Application Dotnetnuke Dotnetnuke 1.0.6 All All All

Application Dotnetnuke Dotnetnuke 1.0.7 All All All

Application Dotnetnuke Dotnetnuke 1.0.8 All All All

Application Dotnetnuke Dotnetnuke 1.0.9 All All All

Application Dotnetnuke Dotnetnuke 2.1.1 All All All

Application Dotnetnuke Dotnetnuke 2.1.2 All All All

Application Dotnetnuke Dotnetnuke 3.0.11 All All All

Application Dotnetnuke Dotnetnuke 3.0.7 All All All

Application Dotnetnuke Dotnetnuke 3.0.8 All All All

Application Dotnetnuke Dotnetnuke 3.1.0 All All All

Application Dotnetnuke Dotnetnuke 3.3.5 All All All

Application Dotnetnuke Dotnetnuke 4.0 All All All

Application Dotnetnuke Dotnetnuke 4.3.5 All All All

Application Dotnetnuke Dotnetnuke 4.5.2 All All All

Application Dotnetnuke Dotnetnuke All All All All

References

Reference Source Link

DotNetNuke Default 'ValidationKey' and 'DecriptionKey' Weak Encryption Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Bulletin no.12 CONFIRM www.dotnetnuke.com

DotNetNuke Multiple Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

43720 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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995395 DotNet (Nuget) Security Update for DotNetNuke.Core (GHSA-grw3-hjjm-5cjm)

http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://cve.report/vendor/dotnetnuke
http://cve.report/software/dotnetnuke/dotnetnuke
http://www.securityfocus.com/bid/28391
http://www.securityfocus.com/archive/1/489957/100/0/threaded
https://exchange.xforce.ibmcloud.com/vulnerabilities/41399
http://www.dotnetnuke.com/News/SecurityBulletins/SecurityBulletinno12/tabid/1148/Default.aspx
http://secunia.com/advisories/29488
http://osvdb.org/43720
https://www.cve.org/CVERecord?id=CVE-2008-6540
https://nvd.nist.gov/vuln/detail/CVE-2008-6540
http://cve.report/qid/995395
https://cve.report/


completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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