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Summary

CVE CVE-2008-6558

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-03-30 20:30:00 UTC

Updated 2017-09-29 01:33:00 UTC

Description Untrusted search path vulnerability in (1) hvdisp and (2) rcvm in ReliantHA 1.1.4 in SCO UnixWare 7.1.4 allows local users to gain root privileges by modifying the RELIANT_PATH environment variable to point to a malicious bin/hvenv program.

Risk And Classification

Problem Types: CWE-20

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sco Unixware 7.1.4 All All All

Operating System Sco Unixware 7.1.4 All All All

Application Unixware Reliantha 1.1.4 All All All

Application Unixware Reliantha 1.1.4 All All All

References

Reference Source Link

46707 OSVDB osvdb.org

UnixWare ReliantHA Privilege Escalation Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SCO UnixWare Reliant HA 'RELIANT_PATH' Local Input Validation Vulnerability BID www.securityfocus.com

SCOSA-2008.3 SCO ftp.sco.com

SCO UnixWare Reliant HA 1.1.4 - Local Privilege Escalation - SCO local Exploit EXPLOIT-DB www.exploit-db.com

46706 OSVDB osvdb.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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