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Summary

CVE CVE-2008-6836

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-06-27 18:47:00 UTC

Updated 2009-06-29 04:00:00 UTC

Description Cross-site request forgery (CSRF) vulnerability in OpenID 5.x before 5x.-1.2, a module for Drupal, allows remote attackers to hijack the authentication of unspecified victims to delete OpenID identities via unknown vectors.

Risk And Classification

Problem Types: CWE-352

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Drupal Drupal All All All All

Application Drupal Drupal All All All All

Application Peter Wolanin Openid 5.x-1.0 All All All

Application Peter Wolanin Openid 5.x-1.1 All All All

Application Peter Wolanin Openid 5.x-1.x dev All All

Application Peter Wolanin Openid 5.x-1.0 All All All

Application Peter Wolanin Openid 5.x-1.1 All All All

Application Peter Wolanin Openid 5.x-1.x dev All All

References

Reference Source Link

46939 OSVDB osvdb.org

Drupal OpenID Module Vulnerabilities - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA secunia.com

SA-2008-045 - OpenID - Multiple vulnerabilities | drupal.org CONFIRM drupal.org

openid 5.x-1.2 | drupal.org CONFIRM drupal.org

Drupal OpenID Module Cross Site Scripting and Request Forgery Vulnerabilities BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org
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NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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