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Summary

CVE CVE-2008-6934

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-11 21:00:00 UTC

Updated 2017-09-29 01:33:00 UTC

Description Static code injection vulnerability in Sanus|artificium (aka Sanusart) Free simple guestbook PHP script, when downloaded before 20081111, allows remote attackers to inject arbitrary PHP code into messages.txt via the message parameter to act.php, which is executed when guestbook/guestbook.php is accessed. 

Risk And Classification

Problem Types: CWE-94

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sansuart Free Simple Guestbook Php Script All All All All

Application Sansuart Free Simple Guestbook Php Script All All All All

References

Reference

Sanusart Simple PHP Guestbook Script PHP Code Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com

FREEsimplePHPGuestbook - 'Guestbook.php' Remote Code Execution - PHP webapps Exploit

IBM X-Force Exchange

Free simple PHP guestbook 'act.php' Arbitrary Script Injection Vulnerability

Sanus|artificium - Free vst plugins, Free music,Free mp3 ,Free web design, Free web templates, sound engineering, Free software, Free tutorials, Free PHP scripts.

49703

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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