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CVE CVE-2008-6994
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ ]

Risk And Classification

Published 2009-08-19 05:24:00 UTC
Updated 2018-10-11 20:57:00 UTC
Description Stack-based buffer overflow in the SaveAs feature (SaveFileAsWithFilter function) in win_util.cc in Google Chrome 0.2.149.

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Google Chrome 0.2.149.27 Al Al Al
Application Google Chrome 0.2.149.27 All All All

References

Reference

SecurityFocus

RETIRED: Google Chrome Malformed Attachment Filename Remote Denial of Service Vulnerability
IBM X-Force Exchange

Google Chrome Browser 0.2.149.27 (SaveAs) Remote BOF Exploit

Google Chrome Stack Overflow in Title Tag When Saving Files Lets Remote Users Execute Arbitrary Code - Security Tracker
Google Chrome 'SaveAs' Function 'Title' Tag Buffer Overflow Vulnerability

Google Chrome Browser 0.2.149.27 (1583) Remote Silent Crash PoC

IBM X-Force Exchange

Critical vulnerability patched in Google's Chrome | Security Central - InfoWorld

Bkis Blog » Chrome “Save As” Function Buffer Overflow (Update)

48259

[chrome] Diff of /branches/chrome_official_branch/src/chrome/common/win_util.cc
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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