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Summary

CVE CVE-2008-7012

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-19 10:30:00 UTC

Updated 2017-08-17 01:29:00 UTC

Description courier/1000@/api_error_email.html (aka "error reporting page") in Accellion File Transfer Appliance FTA_7_0_178, and possibly other versions before FTA_7_0_189, allows remote attackers to send spam e-mail via modified description and client_email parameters.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Accellion Secure File Transfer Appliance 7_0_135 All All All

Hardware Accellion Secure File Transfer Appliance 7_0_135 All All All

Hardware Accellion Secure File Transfer Appliance All All All All

References

Reference Source

Accellion File Transfer Appliance "api_error_email.html" Security Bypass - Secunia Advisories - Vulnerability Intelligence - Secunia.com SECUNIA

48242 OSVDB

Accellion File Transfer Appliance Lets Remote Users Forward SPAM - SecurityTracker SECTRACK

Free Pages Personnelles: Erreur 403 - Refus de traitement de la requête (Interdit - Forbidden) MISC

IBM X-Force Exchange XF

Accellion File Transfer Appliance Error Report Message Open Email Relay Vulnerability BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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