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Summary

CVE CVE-2008-7023

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-21 14:30:00 UTC

Updated 2018-10-11 20:58:00 UTC

Description Aruba Mobility Controller running ArubaOS 3.3.1.16, and possibly other versions, installs the same default X.509 certificate for all installations, which allows remote attackers to bypass authentication. NOTE: this is only a vulnerability when the administrator does not follow recommendations in the product's security documentation.

Risk And Classification

Problem Types: CWE-310

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Arubanetworks Arubaos 3.3.1.16 All All All

Operating System Arubanetworks Arubaos 3.3.1.16 All All All

Hardware Arubanetworks Aruba Mobility Controller - All All All

Hardware Arubanetworks Aruba Mobility Controller - All All All

References

Reference Source Link Tags

51731 OSVDB osvdb.org

RETIRED: Aruba Mobility Controller Shared X.509 Certificate Security Bypass Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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