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Summary

CVE CVE-2008-7061

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-08-24 19:30:00 UTC

Updated 2018-10-11 20:58:00 UTC

Description The tooltip manager (chrome/views/tooltip_manager.cc) in Google Chrome 0.2.149.29 Build 1798 and possibly other versions before 0.2.149.30 allows remote attackers to cause a denial of service (CPU consumption or crash) via a tag with a long title attribute, which is not properly handled when displaying a tooltip, a different vulnerability than CVE-2008-6994. 

Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Google Chrome 0.2.149.29 All All All

Application Google Chrome 0.2.149.29 All All All

References

Reference Source Link Tags

Google Chrome Releases: Beta release: 0.2.149.30 CONFIRM googlechromereleases.blogspot.com

SecurityFocus BUGTRAQ www.securityfocus.com Exploit

SecurityFocus BUGTRAQ www.securityfocus.com

[chrome] Diff of /trunk/src/chrome/views/tooltip_manager.cc MISC src.chromium.org Exploit, Patch

Chrome(0.2.149.27) title attribute Denial of Service(Freeze) exploit MISC www.blackhat.org.il

SecurityFocus BUGTRAQ www.securityfocus.com Exploit

[chrome] Diff of /trunk/src/chrome/browser/render_widget_host_hwnd.cc MISC src.chromium.org Exploit, Patch

SecurityFocus BUGTRAQ www.securityfocus.com

[chrome] Revision 2042 CONFIRM src.chromium.org

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

Google Chrome Malformed 'title' Tag Remote Denial of Service Vulnerability BID www.securityfocus.com Exploit
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SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com Exploit

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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