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CVE CVE-2008-7158
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-02 17:30:00 UTC
Updated 2017-08-17 01:29:00 UTC
Description Numara FootPrints 7.5a through 7.5a1 and 8.0 through 8.0a allows remote attackers to execute arbitrary commands via sh:

/ |

1|

Risk And Classification

Problem Types: CWE-78

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Numarasoftware Footprints 7.5a All All All

Application Numarasoftware Footprints 7.5a1 All All All

Application Numarasoftware Footprints 8.0 All All All

Application Numarasoftware Footprints 8.0a All All All

Application Numarasoftware Footprints 7.5a All All All

Application Numarasoftware Footprints 7.5a1 All All All

Application Numarasoftware Footprints 8.0 All All All

Application Numarasoftware Footprints 8.0a All All All

Reference Source Link
footprintssupport.numarasoftware.com/MRcgi/MRTicketPage.pl CONFIRM footprintssup
42813 OSVDB osvdb.org
42816 OSvDB osvdb.org
Numara FootPrints 'MRchat.pl' and 'MRABLoad2.pl' Multiple Remote Command Execution Vulnerabilities BID WWWw.Ssecurity
Numara FootPrints Arbitrary Command Execution - Secunia Advisories - Vulnerability Intelligence - Secunia.com  SECUNIA  secunia.com
IBM X-Force Exchange XF exchange.xfc
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
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