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Summary

CVE CVE-2008-7159

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-09-10 21:30:00 UTC

Updated 2017-08-17 01:29:00 UTC

Description The silc_asn1_encoder function in lib/silcasn1/silcasn1_encode.c in Secure Internet Live Conferencing (SILC) Toolkit before 1.1.8 allows remote attackers to overwrite a stack location and possibly execute arbitrary code via a crafted OID value, related to incorrect use of a %lu format string.

Risk And Classification

Problem Types: CWE-134

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Silcnet Silc Toolkit 1.1 All All All

Application Silcnet Silc Toolkit 1.1.1 All All All

Application Silcnet Silc Toolkit 1.1.2 All All All

Application Silcnet Silc Toolkit 1.1.3 All All All

Application Silcnet Silc Toolkit 1.1.4 All All All

Application Silcnet Silc Toolkit 1.1.5 All All All

Application Silcnet Silc Toolkit 1.1 All All All

Application Silcnet Silc Toolkit 1.1.1 All All All

Application Silcnet Silc Toolkit 1.1.2 All All All

Application Silcnet Silc Toolkit 1.1.3 All All All

Application Silcnet Silc Toolkit 1.1.4 All All All

Application Silcnet Silc Toolkit 1.1.5 All All All

Application Silcnet Silc Toolkit All All All All
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SILC Toolkit Encoded OID Format String Vulnerability BID www.securityfocus.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

[security-announce] SUSE Security Summary Report: SUSE-SR:2009:016 SUSE lists.opensuse.org

Security Advisory SA36625 - SILC Toolkit / SILC Server Incorrect Format Specifier Memory Corruption - Secunia SECUNIA secunia.com

Support / Security / Advisories / / MDVSA-2009:234 | Mandriva MANDRIVA www.mandriva.com

Debian -- Security Information -- DSA-1879-1 silc-client/silc-toolkit DEBIAN www.debian.org

Debian update for silc-client and silc-toolkit - Secunia Advisories - Vulnerability Information - Secunia.com SECUNIA secunia.com

404 Not Found CONFIRM silcnet.org

SILC Secure Internet Live Conferencing CONFIRM silcnet.org

oss-security - CVE id request: silc-toolkit MLIST www.openwall.com

oss-security - Re: CVE id request: silc-toolkit MLIST www.openwall.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-11 Tomas Hoger Not vulnerable. This issue did not affect the versions of libsilc as shipped with Red Hat Enterprise Linux 4, or 5.

There are currently no legacy QID mappings associated with this CVE.
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